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Agenda

1. The Consumer and the Privacy Problem

2. The PIPWatch strategy

3. Implications for government

The PIPWatch toolbar

� Firefox Browser-embedded privacy
enhancing technology

� Designed for Canadian Internet 
users.



The consumer and privacy

Personal Data
•Email Address
•Telephone #
•Credit Card #
•SIN #
•Job Status
•Income
•Shopping patterns
•Web surfing history
•Religious beliefs
•Medical Issues
•Political affiliation
•etc.
•Etc.
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The consumer and privacy 

Legislation
•Hard to enforce

•Jurisdictional limits

Technology
•Requires action on the part of 
data collectors

•Often solves the wrong 
problem

The Market
•Hard to trace privacy 
violations

•Insufficient incentives 



The PIPWatch Strategy

Real-time feedback on websites’ privacy practices

“Privacy Beaver”
Quick indicator



The PIPWatch Strategy

PIPWatch 

Communal

Database



The PIPWatch Strategy

Personal Information Protection and Electronic 
Documents Act (PIPEDA)

The PIPEDA legislation mandates that:

“An organization shall make readily available to individuals 
specific information about its policies and practices relating to the 
management of personal information.”

It also states that organizations must make available:

“ the name or title, and the address, of the person who is 
accountable for the organization's policies and practices and to
whom complaints or inquiries can be forwarded.”

PIPEDA, Schedule 1, Section 4.8



The PIPWatch Strategy

All data that is stored in or transmitted through the United 
States or processed by a company covered by US laws, is 
subject to the provisions of the USA Patriot Act. Do you 
take reasonable measures to ensure that personal information 
you collect from Canadians will not become subject to the 
USA Patriot Act?

Do you take reasonable measures to ensure that personal 
information you collect from Canadians will only be shared 
with organizations that are compliant with PIPEDA (or similar 
provincial legislation)?

Do your organization's policies and procedures comply with 
Canadian privacy laws and regulations? In particular, do 
they comply with the provisions of the Personal 
Information Protection and Electronic Documents Act 
(PIPEDA), or with similar legislation in the provinces of 
British Columbia, Alberta or Quebec?

1

2

3

Compliance

3rd Parties

Patriot Act



The PIPWatch Strategy

1 2 3
Real time data about the privacy 
practices of websites:

Compare websites by their 
privacy practices:

Simple interface for 
contributing information:



Implications for government

Collaborative software



Implications for government

?

• A potential new way that consumers to tackle the privacy 
problem.

• New technology on the horizon

• Chance to help consumers, help collaborative projects

Where is PIPWatch now?

What does this mean for government?

• Prototype software ready for download

• Over 200 websites in database

• 20 completed questionnaires
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Download 
PIPWatch:

www.pipwatch.ca


