The opinions and conclusions expressed in this
presentation are those of the presenter and do not
reflect the policy or institutional opinion of Corporate
Investigation Services.

This presentation does not take a position against any
segment of Canadian society aside from those that
support the use of terrorist violence or terrorist tactical
imperatives to further their extremist agendas.




Technology has changed the way we access, the
way we interpret and the way we use information.

The Internet and computerized databases have
become an instant source of personal information
and of misinformation, alternative views and
conflicting data, propaganda and deceit, as well as
reliable research, technical knowledge, valid points
of view and utter nonsense.

Globalization has created a borderless world
wherein the lines of distinction between domestic
and international obligations have blurred and
mutated.

As seen in sectoral and economic organizations such as
APEC, ... terrorism has now taken a global form. The
response to terrorism must therefore be global, multilateral,
and multi-sectoral.

Source: Foreign Affairs and International Trade on-line at: http://www.dfait-
maeci.gc.ca/internationalcrime/trends _challenges-en.asp




This presentation cursorily addresses some of the
issues and concerns associated with access and
privacy of information , while illustrating how the
right to privacy is impacted in a constantly changing
social context and evolving threat environment.

“Today, the ascendant nations and corporations are
masters not of land and material resources but of ideas
and technologies.”

1. George Gilder — “Microcosm: The Quantum Revolution in
Economics and Technology” Simon and Schuster, 1989, p. 17.

We have moved from the information age (Alvin Toffle 1)
into the knowledge-based economy (Peter Drucker)

The Fourth Wave




Two forces of the fourth wave threaten our privacy

One is the growth of information technology, with
its enhanced capacity for surveillance,
communication, computation & analysis, storage
and retrieval.

The second, and more insidious threat, is the
increased value of information in decision-making,
both for good and for evil.

Terrorism is an alarming topic




“Thinking the worst is not defeatist. It is the
best way to avoid defeat ... We can continue
to live without fear inside free institutions. To
do so, however, we need to change the way
we think, to step outside the confines of our
cozy conservative and liberal boxes.”

Michael Ignatieff - “Lesser Evils”
The New York Times Magazine - 2 May 2004

4 Broad Objectives of this Presentation:

To provoke thoughtful inquiry

To stimulate intelligent discussion

To educate and inform

To discuss the concepts of access, privacy
and security in an ever changing social context.




Focused Learning Objectives

What legislative bodies (and instruments) allow for the
collection of personal information without individual
consent?

Are there justifications for overriding privacy rights in the
interests of public safety? Have these changed in the
recent past?

Are legislators attempting to strike a balance between

privacy and security, in the current threat environment
and if so how?

What is access?

“The right to obtain or make use of or take
advantage of something.”

Webster’s standard dictionary.

The Access to Information Act  allows
Canadian citizens, permanent residents and any
person or corporation that resides in Canada
the right to access information under the control
of the Government of Canada.




Exemptions fall into 6 broad categories:

information obtained in confidence from foreign or domestic
governments;

information of which could reasonably be expected to be
injurious to the conduct of the Government of Canada

information which could reasonably be expected to be injurious
to international affairs, and the defence of Canada

information which could reasonably be expected to be
injurious to Law enforcement and investigations

information which could reasonably be expected to threaten
the safety of individuals.

information that contains trade secrets, R&D, scientific &
technical data that could prejudice Canada’s competitiveness.

What is privacy?

American Judge Louis Brandeis asserted that privacy
was “the right to be let alone - the most
comprehensive of rights, and the right most

valued by civilized man.” (1890)

The world has changed dramatically since 1890

Importantly, for many privacy is a personal and
subjective condition. One person cannot decide for
another what his or her sense of privacy should be.




Robert Smith, editor of the Privacy Journal, sees
“privacy” as:

“the desire by each of us for physical space where
we can be free of interruption, intrusion,
embarrassment, or accountability and the attempt
to control the time and manner of disclosures of
personal information about ourselves”

(cited in Privacy and Human Rights 2003).

Roger Clarke (1999) defines Privacy as:

“the interest that individuals have in sustaining a
‘personal space’, free from interference by other
people and organizations” (as cited in French, M. (2003) -

Privacy v. Security: The Privacy Paradigm and Canadian Regulation. P. 6.).

Schoeman proposes to understand privacy
descriptively as:
"a state or condition of limited access to a person

F. Schoeman, Philosophical Dimensions of Privacy ( Cambridge
University Press, 1994);

George Radwanski past Privacy Commissioner of Canada has
defined privacy as

“the right to control access to one's person and to
information about oneself”

Source:. May 9, 2002, Ottawa, Ontario.
The Privacy Challenge - Connecting citizens with all levels of

Government http://www.privcom.gc.ca/speech/02_05_a 020509 e.asp




As we can see, the word "privacy" denotes a
complex concept. Although civil society has provided
protection against encroachment by the state on the
private domain, the state and civil society continue to
exist in a state of tension, particularly in times of
national crises.

What are Rights?

Gustave Boulangels paintingThe Slave Market




“When we call anything a person's right, we mean
that he has a valid claim on society to protect him
in the possession of it, either by the force of law, or
by that of education and opinion... (Mill 1861, p.54).

1,200 years later, in the view of Judge John Holloway

in probate court of 29 March, 1718, a "Mulatto Girl Sue"
and her children were treated as heritable property in
which the executors had right of ownership "because of
the force of "Virginia Law #1705," and therefore she was

without rights.

"I was tied up all night and all day. They only untied me so |
could do my chores. In the end | could barely move my
limbs." She never earnt a single penny.

Today in the North African Islamic Republic of Mauritania
slavery is illegal. After three attempts at making slavery
illegal, the latest as recently as 1981, Mauritania has finally
enacted a law which goes further than ever before, making
slave ownership punishable with a fine or prison sentence.

But the implied right to “chattel slavery” continues because
of the Iack of enforcement of the law that prohlblts it.

hard work for our master and aII we recelved in return was
beatings."

Source: an interview with Skyra on Monday, 13 December, 2004, - a runaway

Mauritanian slave  http://news.bbc.co.uk/1/hi/world/africa/4091579.stm
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Myth:

Rights are natural, inalienable, God-given
and self-evident.

Reality:

Rights are social constructs of contextual
entitlement.

"Rights are moral principles sanctioning a
man's freedom of action in a social context.
Ayn Rand , Man's Rights in “Capitalism: The Unknown Ideal”

A composite definition of rights
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A right is a claim or assertion of power,
entitlement, privilege, or immunity that is granted,
acknowledged and perhaps reciprocated among
the principals associated with that claim and
where and when they are capable of exercising
the right, only valid in that given social context and
hence a social construct of contextual entitlement.

Rights dominate most modern understandings of what
actions are proper and which institutions are just.

Rights structure the forms of our governments, the
contents of our laws, and the shape of morality as we
perceive it.

“the right to privacy is not
absolute”

Justice Dickson J. of The Supreme Court of Canada

decision in Hunter et al. v. Southam Inc. (1984), 11
D.L.R. (4th) 641 (S.C.C.). has concluded at p. 650:

This finding was reiterated by the IPC Commissioner
Tom Wright as far back as December 1995 :

“In certain circumstances, the right to
privacy must be weighed against various
public interests.”

http://www.ipc.on.ca/scripts/index_.asp?action=31&N _ID=1&P |D=11281&U ID=0
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What is security?

The Webster’s Dictionary defines security
as “the quality or state of being secure” as in:

a: freedom from danger;
o freedom from fear or anxiety;

C: freedom from want or deprivation.

It is interesting to note that imbedded at the very
core of each extension of this definition rests the

concept of “ freedom” .
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"Not a gift of a cow, nor a gift of land, nor yet a
gift of food, is so important as the gift of safety,
which is declared to be the great gift among all

gifts in the world."
Panchatantra 5th Century

"Most people want security in this world, not liberty."

H.L. Mencken

"Security depends not so much upon how much
you have as upon how much you can do without."
Joseph Wood Krutch

The Paradox of
privacy and security
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Colin J. Bennett and Charles D. Raab in “The
Governance of Privacy” (2003) draw a distinction
between information privacy and information
security.

They note, that security mechanisms, such as
encryption, can protect A from B and B from A.
However, neither A nor B may be safe from C who has
legitimate or illegitimate access to the system in which
the personal information of A and B is housed.

Hence, information security is a necessary but not
sufficient condition to ensure  information privacy

In a highly individualistic society such as ours, privacy
is linked to individual rights, at times at the expense of
collective and communitarian rights.

But in the practical world, as argued by Amitai Etzioni
(1999); and (Bennett and Raab, 2006), the exercise of
privacy has to be weighed against societal needs an
the common good.

This is why privacy can never be absolute.

Background Paper for the Globalization of Personal Data Project
International Survey on Privacy and Surveillance
Elia Zureik, Lynda Harling Stalker and Emily Smith
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Can personal information be stolen

What is Identity Theft ?

Identity theft (“ID theft”) has been described as
“the use of your personal information without
your knowledge or consent to commit a crime,

such as fraud or theft.
http://www.gov.on.ca/MGS/en/ConsProt/STEL02 045992.html

But the term is misleading - because the
Supreme Court of Canada has stated in R. vs
Stewart that “confidential information does not
come within the meaning of the word "anything"
in s. 283 (1) of the Criminal Code of Canada and
therefore cannot be stolen.”
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Theft vs. Loss of Confidentiality

Therefore, with the exception of credit card and debit
card data (Section 342 (3) c.c.c.) a person who copies
personal information (such as name, address, SIN
number, driver’s licence, birth date etc..) from a
computer or official document and retains that
information for future criminal use has not committed
an offence under Canadian Criminal Code.

There has been no theft because the owner
still has the information; all that has been
lost is “confidentiality”.

Privacy, Security and Terrorism
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Terrorism and the changing
social context
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“The generic terrorist group has become a focal
point of security and intelligence activity. The

Elusive: eluding clear perception or complete
mental grasp; cleverly or skilfully evasive.

been deemed sufficient, have been retro-fitted to
contend with elusive threats.”

Yet another fallacy, as the opposing concepts of privacy

and security have been the subject of debate for centuries.

A v

Source: Martin French - Department of Sociology, Queen’s University
Privacy v. Security: The Privacy Paradigm and Canadian Regulation

At dawn, on September 11, 2001 the United
States of America was arguably the most
secure of nations ...

By noon it appeared among the most
vulnerable.
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On 11t September 2001 —
An Ideological Agenda

Which had moved to the point of excess
Changed Our World Once Again.

“The September 11 attacks demonstrated our national-level
physical vulnerability to the threat posed by a formidable
enemy - focused, mass destruction terrorism.

The events of that day and subsequent terrorist events
world-wide have demonstrated how determined, patient, and
sophisticated— in both planning and execution - our terrorist
enemies have become.

The basic nature of our free and democratic society greatly
enables terrorist operations and tactics, while, at the same
time, hinders our ability to predict, prevent, or mitigate the
effects of terrorist acts.
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The current threat environment has authenticated t he
need to re-evaluate national security capabilities for

many countries ... Canada included.

Those areas of unmistakable deficiency
include uniform methods of performing risk
management - involving:

Sudden recognition
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“The tragic events in the United States on
September 11, 2001 brought into sharp focus
the need to examine closely, in an expeditious
manner, all measures available to protect the
safety and security of Canadians.”

Anne Cavoukian - Information & Privacy Commissioner, Ontario in a letter to
then federal Attorney General Anne McLellan on Bill C-36, the proposed anti-terrorism
legislation. October 30, 2001.0n-line at:

www.ipcsecurities.com/pages/2002%20Annual%Report. pdf

Constitutional law and legislation that
flows from supreme Constitutional law
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The federal and provincial governments of Canada
have a legal and binding Charter obligation under
Section 7: Everyone has the right to life, liberty
and security of the person and the right not to be
deprived thereof except in accordance with the
principles of fundamental justice.

[1] Constitution Act 1982., Canadian Charter of Rights and Freedoms, Section 7.

Constitutional law has primacy over all other laws of the land

It is “obvious and inarguable” that no
governmental interest is more compelling than the
security of the Nation

[2] US Supreme Court in Haig v. Agee (1981)

There is also a legal obligationis to provide
access to information that will allow Canadians
“to participate meaningfully in the democratic
process” and to hold “politicians and bureaucrats
accountable to the citizenry jar

[3] The Municipal Freedom of Information and Privacy Act of Ontario
[4] Dagg vs The Minister of Finance. Supreme Court of Canada
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Members of the public no longer have the
PRIVILEGE of receiving whatever information
their governments decide to share.

They have a RIGHT, by statute, to decide what
information they want and need to most effectively
exercise their responsibilities of citizenship.”

The Honourable Sidney B. Linden - Chair, Legal Aid Ontario - Ontario's First Information
and Privacy Commissioner - May 10, 2002.

But when administrative law is applied without
consideration of the potential consequences

... itundermines democracy — and we all suffer

“Freedom of Information and Protection of
Privacy legislation gives the government the
ability to make reasoned decisions regarding
disclosure based largely on common sense
and consideration of the effects of
disclosure.”

Greg Keeling - Director of Strategic Planning & Technology Services,
Information and Privacy Commissioner/Ontario - May 10, 2002
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Counter-terrorism measures in modern democracy
called for a delicate balance to be struck between
the state's needs for security and the need to
maintain vigilance with regard to encroachments
on individual rights and freedoms.

Counter-terrorism measures that fall outside the
framework of the rule of law and human rights
standards effectively roll back well-established
norms and lay the foundations for further insecurity.

The Adversarial System of Criminal Justice

In Canada
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There are significant problems with this system
in dealing with certain aspects of terrorism

The Canadian adversarial system of
criminal justice relies upon the three
basic principles of:

Punishment
Deterrence

Rehabilitation

How can such a system deal with the martyr whoisw illing
to take their own life in the pursuit of an extremi st cause
or commit crimes without fear of repercussions.

The Current Threat Environment

from:
“‘Really Important Stuff My Kids Have Taught Me”
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One of the basic principles of privacy in relation to
information is that personal information collected for
one purpose should not be used for another purpose
without consent.

Personal information should be collected directly
from the individual to whom it pertains,

Personal information should only be used for the
purpose for which it was collected [with limited exceptions].
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“The Anti-terrorism Act has had a significant impact
on informational privacy rights — that is, on the right
of individuals to control the collection, use, and
disclosure of their personal information, and on their
right to have access to, and request correction of that
information.”

Empirical evidence : originating in or based on observation
or experience; capable of being verified or disproved by
observation or experiment..

Meriam Webster Dictionary

May 9, 2005 - Ottawa, Ontario

Opening Statement by Jennifer Stoddart
Privacy Commissioner of Canada

+ -
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The head of CSIS, added in an interview, that of the
various terrorist elements,

currently was the "leading threat to
Canada’s national security."

March 2004 Mu'askar al-Battar, Issue 7
page 11

#_ $%N&

ter_002_014.pdf
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A March 31 st, 2004, a National Post newspaper article
claimed that : “A manual entitled "Targets Inside
Cities ," is being called a strategy paper signed by

, a leading al Qaeda
propagandist and financier in Saudi Arabia.

The manifesto ranks Canada as the world's fifth
most important "Christian” target

The document further specifies that: businessmen,
politicians, scientists, soldiers and tourists shou Id
be targeted.

[4] Bell, S. (315t March 2004) Al-Qaeda urges attacks on Canadians.NationalPost
newspaper.On-line at:
http://www.canada.com/national/nationalpost/search/story.htm|?id=97969d77-17da-44c5-
bf45-10e56a5494db

In March 2004 , after two years of broad
consultations, a Canadian Senate committee
report described Canada as:

“an unready nation"

They recommended major improvements to
strengthen our emergency response system. [1]

[1] Sallot,J. (15t April, 2004). “Ottawa 'unready" for attacks, report says” Globe
& Mail newspaper. On-line at:

http://www.globeandmail.com/serviet/ArticleNews/TPStory/LAC/20040401/SE
CURITYO01/National/ldx
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7t May 2004 - OTTAWA — “Canadian Security and
Intelligence Service (CSIS) then Director Ward Elcock told the
House of Commons national security sub-committee that
Canada was singled out twice over the last two years in taped
messages by al-Qaeda.

Elcock says “those warnings
make it clear that Canada
will be targeted .

Ward Elcock

“Based on this profile, the service believes that some
extremists in Canada have the capability and conviction to
provide support for terrorist activities in North America.”

Al Qaeda Operating in Canada

By Jerry Seper on-line at: http://www.frontpagemag.com/Articles/ReadArticle.asp?ID=5224

2nd — 3rd June 2006

In the largest operation ever carried out under Canada's
Anti-terrorism Act, more than 400 police officers
conducted a series of raids in southern Ontario and
arrested 17 suspects.
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Information and Evidence Gathering Tools
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“The introduction of a number
of programs and legislation by our federal government, such as the
Anti-terrorism Act (Bill C-36) the measures contained in the Public
Safety Act (Bill C-17), changes to the Customs Act to implement a
new Advance Passenger Information/Passenger Name Record
program, and the debate over implementing the Cybercrime Treaty

and related “Lawful Access” provisions, are clear assaults upon

the privacy rights of Canadians.”
Ann Cavoukian Ph.D. - Information and Privacy Commissioner

 —————————————————————————————————————————————————————————

There were 576,819 take-offs and landings recorded in

August at the 99 airports with
Nav Ca 281840’950 vers or flight serv ice
stations, and that's down 6.0% from the number

reported ( 611.428) bv 98 airports in  Auaust 2001 .

oy 30,571,400 ¥ 3,668,568,000

The Anti-terrorism Act  (ATA) provided new investigative
tools to ensure that the prosecution of terrorist offences
can be efficiently and effectively undertaken.

The ATA makes it easier to use electronic surveillance

The justice minister at the time, Anne McLellan, said the
bills had three main objectives: to suppress existing
terrorist groups, provide police with new investigative tools,
and toughen prison sentences for terrorists.

"We believe that people everywhere are entitled to live in
peace and security ," McLellan said.

Source: http://www.cbc.ca/news/background/cdnsecurity/
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A Superior Court judge still has to approve the use of
electronic surveillance to ensure that these powers are
used appropriately.

eurl Thus - oversight is built into the legislation | .iance

has taken place can be delayed for up to three years.

Often terrorism and organized crime investigations
overlap or lead into another investigation and
disclosure would jeopardize on-going investigations or
expose agents and/or under cover operatives.

The Anti-terrorism Act also includes a
“recognizance with conditions " power to impose
conditions of release where appropriate for suspected
terrorists.

The concept of habeus corpus is also built into the legislation

This provision allows for the arrest and short-term
detention of a person where a peace officer believes on
reasonable grounds that a terrorist activity will be
carried out and suspects on reasonable grounds that
the arrest of the person is necessary to prevent the
terrorist activity.
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The Criminal Code was amended to allow a peace
officer to apply to a court for an investigative hearing
order requiring an individual with information relevant to
an ongoing investigation of a terrorist crime to appear
before a judge to provide that information.

This measure is intended to increase the ability of law
enforcement to effectively investigate and obtain evidence
about terrorist organizations, subject to legal safeguards to
protect the witness.

For example, information given by a witness cannot be
used against the witness in any current or future criminal
proceedings (except for perjury or similar proceedings).
The use of an investigative hearing requires the consent of
the Attorney General.

The Security of Information Act amendments address
national security concerns including threats of
espionage and the intimidation or coercion of ethno-
cultural communities in Canada.

New offences were created to improve and modernize
the protection of national security information, taking
into account new realities, including new players and
new threats.

These offences focus upon those situations in which it is
appropriate for Canada to protect information that it has
taken measures to safeguard, as well as information that
provinces have taken measures to safeguard, including
special operational information




These offences bolster Canada’s ability to protect its
institutions and citizenry from information-related
conduct that is harmful or likely to be harmful to Canada.

The Security of Information Act  includes specific
offences dealing with unauthorized communication, or
purported communication, of special operational
information by persons permanently bound to secrecy.

f) the means that the Government of Canada usesl pusetends

(g) information or intelligence similar in natureitdormation or
intelligence referred to in any of paragrapayst6 (f) that is in
relation to, or received from, a foreign entityterrorist group.

The Canada Evidence Act amendments address the
judicial balancing of interests when the disclosure of
information in judicial or other proceedings would
encroach upon a specified public interest or be injurious
to international relations or national defence or national
security. Elements that were added include:

The requirement to provide notice to the Attorney
General of Canada in circumstances where it is
foreseeable that the disclosure of information in the
course of, or in connection with, proceedings could be
injurious to international relations or national defence or
national security;




expressly contemplating various options for judges to
promote the public interest in disclosure and in
protecting such information;

providing for the possibility of the Attorney General of
Canada personally issuing a certificate to prohibit the
disclosure of information, to protect information
obtained in confidence from or in relation to a foreign
entity or to protect international relations or national
defence or national security; and

the power of the Attorney General of Canada to issue a
decree to establish exclusive authority in the Attorney
General of Canada with respect to the conduct of a
prosecution where national security information may be
disclosed.

Section 38.01 (1) of the Canada Evidence Act

38.01 (1) Every participant who, in connection with a proceeding,
is required to disclose, or expects to disclose or cause the
disclosure of, information that the participant believes is sensitive
information or potentially injurious information shall, as soon as
possible, notify the Attorney General of Canada in writing of the
possibility of the disclosure, and of the nature, date and place of
the proceeding.

R.S., 1985, c. C-5, s. 38; 2001, c. 41, ss. 43, 141.

“potentially injurious information” means information of
a type that, if it were disclosed to the public, could injure
international relations or national defence or national
security.
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The National Defence Act was amended to provide a
statutory basis for the mandate of the Communications
Security Establishment (CSE). Where specific
requirements are met, CSE may:

use and acquire foreign intelligence from the intercepted
communications of foreign targets;

provide advice, guidance and services to ensure the
protection of electronic infrastructures of importance to the
Government of Canada.

provide technical and operational assistance to federal law
enforcement and security agencies to the extent permitted
under the lawful authorities available to those agencies.

The Proceeds of Crime and Terrorist Financing Act
was amended to authorize — money laundering and terrorist fund raising

the Financial Transactions and Reports and

Analysis Centre (FINTRAC) to detect financial
transactions that may relate to the financing of terrorist
activities and to threats to the security of Canada,

and to disclose information to the appropriate police
service if it would be relevant to investigating or
prosecuting a terrorist activity financing offence, or

To Canadian Security Intelligence Service (CSIS) if it
would be relevant to threats to the security of Canada
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The DNA warrant scheme and data bank in the
Criminal Code were extended to include terrorism
offences in the list of “primary designated offences
for which DNA samples can be taken and stored.

Charitable organizations are required under the Act to screen
for terrorist activity, since they are liable for any assistance
they might provide to terrorist organizations. Since “charities
lack the intelligence capabilities required to ensure that none
of their resources would assist someone who could be
considered an insurgent or a terrorist’(Pue, w.w., p. 279) this
places an undue burden on these organizations and
undermines their ability to fulfill their mission.

Security for a Civil Society — Laliberté, C. et al (October 27, 2005)

Security, at what cost?

It has been said .... the cost of the new security
measures is clearly high for Canadians. Actual or
potential results of these measures include the
erosion of our right to be secure against
unreasonable search and seizure and not to be
arbitrarily detained; our right to silence; our right
to a fair trial and to equal protection under the law;
and, our right to privacy.

What do you think?
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It is now widely accepted that the terrorist
attacks of September 11, 2001 and
subsequent attacks in Spain, England, Bali
and elsewhere were orchestrated by a well-
financed, highly motivated and resourceful
terrorist group(s).

Taking advantage of ineffective, or non-
existent, identification management systems,
identity authentication procedures and the
abundance of and easy access to information,
these individuals managed to mask who they
were, where they lived and where they had
been and what they were about to do.
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Terrorists will exploit the democratic processes we enjoyand
take for granted. They will take advantage of ourg  uaranteed
Constitutional rights and freedoms and those enshr ined in
other legislation which include:

Religious freedom

Freedom of speech
Freedom of assembly
Right to privacy

Access to information rights

They have used and will continue to use religious i nstitutions,
business fronts, public assemblies, educational ins titutions and
community gatherings, etc., to conduct clandestine meetings to
further terrorist actions, raise funds and stage ta ctical operations.

“... societies throughout the world have been forced to
grapple with dramatic social change. Terrorist threats
have brought security issues to the forefront of public
debate.

... governments charged with responsibility for public
safety have identified the need to review and reconsider
whether they have found the proper balance between
security on the one hand and the long-recognized need
for transparency in public administration on the other.

| cannot ignore this fundamental change in the social and
political landscape...”

- Assistant Commissioner of
the Information & Privacy Commisioner’s OfficeC

in Provincial Order 2072 (Nov. 22/02) on-line at:
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