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Purpose: 

To provide an overview of Information Security and 
Privacy Classification (ISPC)

• what it is 
• why we need it
• how to implement it
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What is ISPC?

A system used to:

1. Identify sensitive information and information assets 
2. Define the sensitivity level of information based on:

� its requirement for confidentiality, integrity and 
availability  

� its potential for harm and injury if accessed or released 
without authorization 

3. Assign an appropriate sensitivity level: 
� labelling

4. Implement the plan 
� identifying the required safeguards 
� putting them into place 



5

Information Security 
and Privacy Classification Overview 

•ISPC developed as a Policy and Operating Procedures

•approved by Cabinet, July 2005
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What are the Sensitivity classification levels? 

1. High
2. Medium

3. Low

Unclassified, a.k.a. everything else
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Why do we need ISPC  

• began as a joint Federal/Provincial collaboration to protect 
our sensitive information and information assets

• within our own jurisdictions 
• within other jurisdictions 
• for cross jurisdictional information sharing and handling

• maps to all other jurisdictions
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• mitigate or eliminate potential liability due to exposures
• give guidance to program managers on how to protect 

information 
–during program development
–program migration to ESD (electronic service delivery)

• give guidance to employees
–appropriate safeguards
–quick and easy to understand and remember 
–statutory compliance (FIPPA, MFIPPA, PHIPA, I&IT 
Security Directive and other intrinsic policies ) 
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THE CITIZENS OF ONTARIO TRUST US 
TO PROTECT THEIR 

SENSITIVE INFORMATION

THERE CAN BE NO GUESSWORK!!
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What are some examples of sensitive 
information the policy protects?

• witness protection records
• young offender records
• social services benefits (municipal delivery)
• personal tax files
• psychiatric information 
• your driving record
• police and court case files 
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What about the Freedom of 
Information and Protection of 

Privacy Act (FIPPA)?
Doesn’t that protect information?
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Let’s take a brief look at FIPPA:  

• Two Fundamental Concepts: 

–Freedom of Information part = ACCESS

–Protection of Privacy part = PRIVACY

ISPC enables the privacy protection portion. 
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The rules according to FIPPA 

“Every person has a right of access to a record 
or a part of a record in the custody or under the 
control of an institution unless the record or the 
part of the record falls within one of the 
exemptions under sections 12 to 22, (etc.).

refer to The Act on the intranet website
http://www.e- laws.gov.on.ca/DBLaws/Statutes/English /90f31_e.htm
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FIPPA, MFIPPA and PHIPA tell us what
information to protect

ISPC tells us how to protect it
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ISPC classification of information must not 
prevent its authorized access or release under 

FIPPA.  

The classification of information does not play a role in whether 
or not such information is approved for authorized release 
pursuant to the Freedom of Information and Protection of 
Privacy ACT.    
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Putting Information Into Context

• keep in mind the context of the information 
to which the classification level is being 
applied.

• telephone book has basic identifiers –
name, address and telephone number.

• add health or social services information 
and safeguards are then required. 

• ISPC is largely for the protection of 
program information. 
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How does ISPC determine the classification 
level? 

Two Criteria: 
1. How much confidentiality, integrity and availability 
does the information require?  
2. How much harm and injury would it cause if it 
was accessed or released without authorization? 
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Then, ISPC tells us how to safeguard 
sensitive information 

• through physical, technical, administrative    
protections
• when sensitive information is being created 
accessed, stored, transmitted, distributed and 
destroyed
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Once sensitive information is identified and a 
sensitivity level is assigned
•labelled 
•appropriate safeguards must be implemented
•staff must be trained to recognize the requirements of 
the label and how to act appropriately
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What about Information from 
Other Jurisdictions? 

• if it’s already classified, 

do not reclassify it. 
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What if it’s not classified, but should be? 

1. Contact the program owner for their 
classification advice, or 

2. Apply the appropriate classification
3. Inform the Program Owner 

• classification
• safeguards
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Who’s allowed to classify program 
information? 

• Only the Program Owner may classify their 
information or change the classification of their 
information. 

• The Program Owner may delegate classification 
responsibilities.
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Who is The Program Owner? 

• The Program Manager or delegate 
• Person who creates the information or          

information documentation; or
• Person who delegates development of the 

information; or  
• Identifies all sensitive information within the   

program
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Who is an Information Custodian? 

• Anyone responsible for implementing 
security safeguards

• Filing clerk, database administrator, 
computer operator, help desk staff, etc. 

• Custodian may also be another 
jurisdiction, a third party service provider, 
or an organization offering shared 
services e.g., OSS, iSERV
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Reclassifying sensitive information

• information may be reclassified

• higher sensitivity when first created
• time or an event changes 

• anytime in the information lifecycle, e.g. 
–A Threat/Risk Assessment has been 
performed, or 
–legislation has been enacted and now is public 
knowledge, or 
–speeches that have been delivered
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Only the program owner or 
designate may classify program 

information or reclassify it. 
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The Program Owner must…

1. Mark the reclassification level on the media 

2. Mark the date it was reclassified 
3. Note the reason or event causing the 

reclassification
4. Initial changes to identify who made them 
5. Maintain a record of “sunset” dates

(in future, integrated into Electronic Information Management 
System)
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Safeguards - Labelling 
• classify then label  
• many easy options 

• Setting a header format
• Creating a macro
• Applying a watermark
• Using an ink stamp
• Printing self-adhesive labels. 
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Safeguards - Labelling 

• label high and medium

• not low unless instructed by your DM

• not unclassified because no additional safeguards required



30

Information Security 
and Privacy Classification Overview 

Safeguards - Labelling  
1. Ensure you are the Program Owner of the information, or 

delegate – if not contact the Program Owner immediately 
for further instructions.

2. Label all pages clearly 
3. For high sensitivity information, label all notes, drafts and 

photocopies
4. Put label in top right corner or center of page (not over 

existing printing)
5. Label all forms of information media (e.g. diskettes, CD’s, 

microfiche/microfilm, tapes, videos and paper documents)
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Safeguards – Distribution 
High Sensitivity Only

Only the Program Owner may determine who may copy or 
distribute the information. 

• Distribute to named individuals or positions only

• Maintain a distribution list 

• Mark each page “not to be copied or distributed without written 
consent of the Program Owner”

• Inform receiver, information not for redistribution

• Transmit encrypted and digitally signed (see the handout on 
how to encrypt email)
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Safeguards – Distribution 
Medium Sensitivity 

• Distribute to specific groups only  - on a need to 
know basis

• Notify receiver as to its sensitive nature 

• State any specific distribution restrictions that 
may govern the information such as legislation, 
regulations, contracts, government policies, etc.
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Safeguards – Distribution 
Low Sensitivity 

• Distribute to OPS employees and approved non-
OPS persons only
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Safeguards – Distribution 
Unclassifed  

• nothing additional
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Safeguards – Faxing 
High Sensitivity 

• Strictly prohibited unless using and end-to-end 
encryption-capable fax machine, located in a 
physically secure, supervised area

• call ahead to alert receiver
• retrieve fax copies immediately
• maintain a fax transmission report
• always use a fax cover sheet marked high 

sensitivity
• better  and cheaper option! Send by encrypted 

email
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Safeguards – Faxing 
Medium Sensitivity 

• use a fax machine located in a physically secure, 
supervised area

• always use a cover sheet marked “medium 
sensitivity”

• better and cheaper option! Send by encrypted 
email
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Safeguards – Faxing 
Low and Unclassified  

• nothing additional
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Safeguards – email 
High Sensitivity  

• For transmission within the OPS only
–Use mandatory file encryption technology
–available within the OPS (i.e. PKI)
–Maintain a record of transmission and receipt of emails 
(i.e. sent file) 
–Use digital signature 

(see email and file encryption techniques handout)
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Safeguards – Laptops and Mobile 
Computing Devices  

High and Medium Sensitivity  
• must be stored and transmitted encrypted 
• encrypt directory using OPS encryption technology (PKI or a FIPS

compliant capability) 
• responsibility is Program Owner or designate
• password protect the device
• don’t put password on the device 
• (no yellow post-it notes)
• don’t leave unattended at any time

–boardrooms, car, transit
• beware shoulder surfers
• If lost, report to your manager and the Help Desk and the Cluster 

Security Officer immediately
• don’t encrypt the operating system
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Safeguards – Storage of Physical 
Media  

High Sensitivity 
• paper, cds, diskettes, videos, tapes, etc.
• store locked in fire-resistant containers
• ensure access is by authorized employees only
• keep a simple sign-in, sign-out process
• keep desktop clear of physical media when away 
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Safeguards – Storage of Physical 
Media  

Medium  Sensitivity 
• paper, cds, diskettes, videos, tapes, etc.
• store locked in containers
• in area with no access by public 
• keep a simple sign-in, sign-out process
• keep desktop clear of physical media when away
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Safeguards – Storage of Physical 
Media  

Low  Sensitivity 
• paper, cds, diskettes, videos, tapes, etc.
• store locked in containers adequate to prevent 

casual disclosure (desk drawer)
• keep desktop clear when away
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Safeguards – Storage of Electronic Copies
High  Sensitivity 

Tech Support
• auditing function on servers and hard drives is on
• use access restrictions on a network folder

–restrict information to authorized persons only
–in accordance with a Threat/Risk Assessment

• set screensaver to auto activate 
Staff
• store and transmit in encrypted form
• ensure it’s recoverable (test periodically)
• control access to your desktop computer 

–use ctrl/alt/delete feature

• use password re-entry
• away for extended time – log off system
• shut down computer at end of business day
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Safeguards – Storage of Electronic Copies
Medium  Sensitivity 

Tech Support
• auditing function on servers and hard drives is on
• store in secure form using Access Control Lists
• use access restrictions on a network folder

–restrict information to authorized persons only
–in accordance with a Threat/Risk Assessment

set screensaver to auto activate
Staff 
• ensure it’s recoverable (test periodically)
• control access to your desktop computer 

–use ctrl/alt/delete feature

• use password re-entry 
• away for extended time – log off system
• shut down computer at end of business day
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Safeguards – Storage of Electronic Copies
Low Sensitivity 

• control access to your desktop computer 
–use ctrl/alt/delete feature

• set screensaver to auto activate and use password 
re-entry 

• away for extended time – log off system
• shut down computer at end of 

business day
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Safeguards – Removal of Paper Documents
High Sensitivity 

• receive authorization from the Program Owner in 
writing

• Keep a simple sign-in, sign-out record
–who removed it
–date and time removed
–date and time returned

• Don’t leave unattended at any time 
–public transit
–restaurants
–car seat or trunk
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Safeguards – Disposal of Physical Media
High and Medium Sensitivity 

• shred paper documents 
–high – cross-cut shredder
–medium – straight-cut shredder
–external vendors must be badged, bonded 
–appropriate contracts and non-disclosure agreements  must 
be in place.

• magnetically erase diskettes or tapes (Cluster Secu rity Officer)
• scratch CDs – unplayable
• know and abide by retention schedules

–know how long you must retain information before 
destruction 

• ensure authorized ministry employee supervise remova l of 
documents 

• keep a simple control log or Records Retention Sche dule Log
–capture date record was destroyed
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Safeguards – Disposal of Physical Media
High and Medium Sensitivity 

• magnetically erase diskettes or tapes (Cluster Secu rity Officer)
• scratch CDs – unplayable
• know and abide by retention schedules

–know how long you must retain information before 
destruction 

• ensure authorized ministry employee supervise remova l of 
documents 

• keep a simple control log or Records Retention Sche dule Log
–capture date record was destroyed
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Safeguards – Disposal of Physical Media 
Low  Sensitivity 

• dispose of paper-based records in accordance with 
records retention guidelines and schedules
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Safeguards – Disposal of Electronic 
Information

All sensitivity Levels
• arrange with Help Desk 
• ensure hard drives on leased equipment are 

wiped clean
• delete your backup files
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Safeguards – Cabinet 

• Know the specific MBC security requirements for handling 
and management of their documentation

• Know the legislation referring to the security of particular 
types of sensitive information (e.g. FIPPA) 

• Write “to be opened by addressee only” on front of 
envelope/container

• Use only designated persons approved to hand-deliver or 
pick up 

–No taxis
–No inter-office government mail
–No bike couriers

• A letter or telephone call naming the authorized person or 
alternate must be provided to Cabinet Office  - individual must 
carry I.D.



52

Information Security 
and Privacy Classification Overview 

Tools and Supporting Documentation

The Information Security and Privacy Classification Policy and 
Operating Procedures

Frequently Asked Questions & Best Practices

The Information Security and Privacy Classification Training Manual

The ISPC Computer Based Training Tool (CBT)  

The ISPC Checklist Tool

Nine-Step Guide to Creating and ISPC Implementation  Plan

Nine-Step ISPC Compliance Tool 

http://intra.cio.gov.on.ca/im
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Cluster Security Officers

List of names and contact information in handouts

1. Develops and communicates IT security policy, processes, 
standards and best practices to ensure programs meet 
their business and legislative obligations 

2. Provides security and privacy architectural expertise, 
analysis and solutions for ministry and/or cluster project 
clients 

3. Provides effective security management functions to 
ministry clients and/or cluster projects 

4. Represents the Cluster Groups and provides leadership to 
internal and external Committees
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Introducing The Nine-Step Guide to Creating an 
ISPC Implementation Plan 

•the Guide (see handout)  

� spreadsheet tool 
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The Nine Guide to Creating an ISPC 
Implementation Plan 

A two-part, systematic methodology used to 
determine all areas of non-compliance within a 
program and the risks to the sensitive information 
within those areas.
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The Nine- Step Guide  

Guide provides a detailed description of the Nine Steps and 
an explanation of how to complete each step.  

The Nine Step Spreadsheet Tool

The ISPC Nine Step Spreadsheet Tool is used to 

• identify all personal and sensitive information within a 
specific program area 

• provide analysis gap between safeguards currently in 
place and those required by the ISPC Operating 
Procedures.  

• provides foundation for an Observations and 
Recommendations Report to management

• provides foundation for an ISPC Implementation Plan 
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The Nine-Step Spreadsheet Tool
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Column 1 – Information Process
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Column 1: 

Identify all Information Processes of the 
Program Area

List all processes that involve creating, 
handling, communicating, storing and disposing 
of medium or high sensitivity information.   
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Column 2 – Media/Asset 
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Column 2: 

Identify All Program Information Media

And Assets

List all media containing personal and 
sensitive information and all sensitive 
information assets.  
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Column 3 – Information Classification 
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Column 3: 

Identify all Program Information Sensitivity 
Levels

Record the information sensitivity level 
determined by the Program Owner or his/her 
delegate. 
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Column 4 – Labelling Strategy
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Column 4:

Develop a Labelling Strategy  

Determine the type of label that should be 
applied to the required information media or 
information asset and how to affix it. 
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Column 5 – Present Safeguards
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Column 5: 

Identify the present safeguards for high 
and medium sensitivity information

Determine the present safeguards for high 
and medium sensitivity information and 
information assets and briefly record the 
essential aspects. 
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Column 6 – ISPC Mandatory Safeguards 
and Handling Processes
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Column 6: 

Identify ISPC Mandatory Safeguards and 
Handling Processes

List the mandatory safeguards and handling 
processes as described in the ISPC Operating 
Procedures.
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Column 7 – Attaining ISPC Compliance
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Column 7: 

Compare Current Safeguards to the ISPC 
Mandatory Safeguards

Compare each current safeguard in step 5 with 
the ISPC mandatory safeguard in step 6. For 
each one that is in compliance, record “In 
Compliance” in this column.  For each one that 
is not in compliance, record “Not in Compliance”
and include a brief statement of how compliance 
will be achieved. 
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Column 8 – Risks
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Column 8: 

Identify what risks remain to the information if 
those changes are not implemented

Briefly describe what risks to the information will 
exist if the safeguards are not applied.
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Column 9 – Make Changes or Accept Risks
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Column 9: 

Decide whether or not to make the 
changes or accept the risks

Briefly describe whether to make the change 
or accept the risk and list the reason behind 
the decision and the name of the Program 
Owner accepting the risk.

Note: This column will be populated after 
the Observations and Recommendations 
Report is completed
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The Observations and Recommendations 
Report

A brief report that provides an executive 
summary of the results of the Nine Step 
methodology, specifically including:

1.Any areas of non-compliance with the ISPC   
Operating Procedures

2.Recommendations to bring the situation into 
compliance. 
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Management responsibility

Management reviews the Observations and 
Recommendations Report and decides

a)which recommendations to approve

b)order of priority 

c)funding details
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Include only the approved recommendations in order of 
priority as determined by management; and include, 

• timelines/schedules

• resources/costs

• action items, i.e. 

� who will do it

� when will they do it

� where will they do it 

� how will they do it

� with what funding 

•submit plan to ISPC employee training presentation
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Summary

•Complete 8 of the 9 steps

•Create the Observations and Recommendations Report

•Submit to management 

•Management decides which recommendations to 
implement and the order of priority

•Based on the above point complete step 9

•staff and management work to create implementation plan

•ensure plan is included in ISPC training presentation
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Wrap Up 
Restate Learning Objective 

To provide an overview of Information Security and Privacy 
Classification (ISPC)

• what it is

• why we need it

• how to implement it
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ANY QUESTIONS


