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e ServiceOntario

e Customer Service Challenges
* Privacy Challenges

* Technology Challenges

* Privacy Approach
 Legislative Framework
 Privacy Function
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Starting a new business? ServiceOntario incorporates and registers companies

Using your car as collateral for a loan? ServiceOntario registers liens

Buying or selling your home and arranging a mortgage? ServiceOntario registers
ownership changes and mortgages

Need to get or renew a business licence? With BizPaL, ServiceOntario can help
you navigate what’'s necessary

* New baby? ServiceOntario offers you an easy way to register the birth, apply for
a birth certificate and SIN card

 Driver’s licence up for renewal? ServiceOntario issues driver and vehicle
licences

» Health card up for renewal? ServiceOntario issues health cards

Ontario o
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« delivers routine, high-volume transactions and provides information to
12.7 million customers in Ontario on behalf of the provincial government;

 takes a customer approach to develop and deliver effective, integrated
and cost-efficient products and services to individuals and businesses;

* manages the customer experience from end to end, from accepting
applications to delivering the final product;

« works with provincial ministries and other levels of government to provide
additional services and products.

Ontario .
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» Current staff complement: approx. 2,000
« 32 million transactions annually
 Collects about $2.5 billion in fees/taxes
» 70 ServiceOntario-staffed locations

» 390 libraries and First Nations band offices offering assisted electronic
access to services

» Approx. 280 private issuers (Driver and Vehicle services)

« 27 regional OHIP offices and 130 outreach offices

* 54 Land Registry offices

» 70 self-serve kiosks

* Five contact centres for directly responding to telephone inquiries

Ontario °
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» ServiceOntario integrates various Ontario Public Service (OPS) functions through
a common “customer gateway,” as part of the OPS’s move to modernize
government and enhance customer service.

* ServiceOntario delivers services on behalf of the Ontario Government.

 As functions from various ministries come together, migrating staff continue to
operate as members of the OPS.

» The organizational structure of ServiceOntario continues to evolve and roles and
responsibilities are regularly reviewed.

* New channels of service and streamlined workflows allow staff to work more
effectively, increasing customer satisfaction and consistency.
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» Chief Executive Officer — sets overall direction and oversees daily operation of
Service Ontario. Bob Stark, CEO

» Customer Care - delivers direct, customer-facing transactions across all
channels). Frank D’Onofrio, Assistant Deputy Minister

» Central Services - supports customer transactions by delivering production,
verification, fulfillment and other related activities
Frank D’Onofrio, Assistant Deputy Minister

* Business Improvement - plans and implements new service offerings; also
responsible for key improvements to service delivery, processes and supporting
infrastructure. Richard Steele, Assistant Deputy Minister

Ontario °




ServiceOntario

making it easier | c'est si simple

# $ 2 3

» Marketing and Business Support — delivers support to ServiceOntario including
policy, marketing, issues management, operational support, business planning
and strategic planning, employee engagement and leadership development. Bev
Hawton, Assistant Deputy Minister (a)

 In addition, a temporary role has been created to institute management and
financial controls throughout the organization. Patricia Li, Assistant Deputy
Minister

» Board of Directors — governs ServiceOntario. Membership is comprised of the
Secretary of Cabinet, Deputy Ministers from key partner ministries and leaders of
corporate functions.

Ontario .
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* Changes to the Ministry of Government Services Act resulting from the
Consumer Protection and Service Modernization Act, 2006, and changes
to the Freedom of Information and Protection of Privacy Act 2006
improved government services by:

« enabling ServiceOntario to deliver services on behalf of the Ontario
government and/or other public bodies;

« allowing ServiceOntario to define and retain information needed for customer
service such as contact information.

» Specific statutes govern certain aspects of business, e.g., Land Titles
Act, Vital Statistics Act, etc.
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Our Vision

To be recognized for meeting or exceeding customer expectations with our service,
solutions, leadership and people...EVERY TIME.

Our Mission
Working with our partners, ServiceOntario will be the customer gateway for government
services.

By focusing on what is important to our customers, ServiceOntario will be at the forefront
of service delivery on behalf of individuals and businesses in Ontario.

We will operate as a single, high-performing, agile organization with a commitment to
excellence, professionalism and results.

We will be seen by Ontarians as a reliable, consistent, trustworthy, cost efficient and
effective provider of government services that contributes to the quality of life and
economic well-being of Ontario.
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ServiceOntario has identified six key priorities that are critical to achieving success:

Customer Centred Brand

Superior Customer Service

Cost
Integrated Effective Strong

Service Partnerships

. Service
S Delivery

High Performance Organization
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Strong brand positioning driven by a customer-centred focus

ServiceOntario is the place to go for easy access to government services.

 Builds recognition, trust, confidence and loyalty with our customers
and stakeholders.

« Creates a recognizable view of Ontario government service delivery
through multiple channels.

Ontario




ServiceOntario

making it easier | c'est si simple

| . 8

Access: ServiceOntario will seamlessly offer services that are fast, easy
and convenient to find, use and understand.

Value: ServiceOntario provides high quality services, delivered in a timely
manner and at a price that convinces Ontarians of real value. We
are effectively putting your tax dollars to work.

Quality: Demonstrated by a focus on continuous improvement based on:
timeliness, professionalism, accurate information, consistent
outcomes, and fair treatment.

Trust: ServiceOntario will earn the trust of our customers by making
protection of privacy, security, confidentiality and attention to
accuracy paramount in the delivery of services.

Every time!
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 Caring

e Accountable
* Responsive
 Reliable
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New and enhanced services that are integrated to create an
outstanding service experience

» ServiceOntario provides information and services to
12.7 million clients.

e 32 million transactions were
carried out in 2007-08.

e In 2007-08, 68 per cent of
transactions were online*.

Ontario
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Operational excellence and effective process management in our service offerings leading
to cost-effective service delivery

Through Effective Process
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Reliable, accountable and agile partnerships with external and corporate partners
are critical to the success of ServiceOntario’s transformation
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Highly skilled and energized people with superior team attitudes and desire to achieve
results
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« Launched Service Guarantees:
« 15-day service guarantee for online birth certificates (November 2005), death and
marriage certificates (January 2007)
« 5-day premium service guarantee for online birth, death and marriage certificates (July
2007)
« 2-day service guarantee for the electronic master business licence (January 2007)

« ServiceOntario is meeting service guarantee standar  ds more than 99 per cent of the
time

» Fully Electronic Newborn Registration Service — combines convenience of the Newborn
Registration Service with enabling new parents, hospitals and birthing centres to register the
birth of a child online. Currently available in 26 communities (as of March 2008). Province-wide
access is anticipated by the end of 2009.
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Ministry of Natural Resources Service Migration - increased the Ministry of Natural Resource’s
presence in communities where services were previously unavailable (2006/07)

Ministry of Transportation Service Migration - ServiceOntario is now responsible for driver and
vehicle licensing services, including 250 staff, and managing the contracts for a network of approximately
280 private licence issuers (July 2007)

Ministry of Health and Long-Term Care Service Trans  fer - ServiceOntario is now responsible for
health card registration and renewal services, including approximately 570 additional staff and managers
and the province-wide network of OHIP 27 regional and 130 outreach offices (April, 2008)

OPS Publications - transferring distribution of publications government-wide to Publications Ontario
that, to date, includes publications from 14 ministries

Publications Ontario Online - launched a new eCommerce web site to offer enhanced services to
customers (March 2007)
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ServiceOntario Look and Feel - branding developed and approved (April 2007)

Customer Experience Office - launched (May 2007)

ServiceOntario Counters Opened in 2007/08:
« Aurora, Temiskaming Shores, Kemptville, Pembroke, Cochrane, Kanata-Ottawa West,
Sudbury, Downtown Toronto, Tweed outreach service, Aylmer, Terrace Bay, Sarnia,
London and Goderich

ServiceOntario Contact Centre:
» co-located the Citizens’ Inquiry Bureau, Office of the Registrar General and Companies
and Personal Property Security Branch call centres (August 2006);
» deployed a new technology solution to provide a seamless customer experience and
common telephony system (September and December 2007)
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* BizPalL - now available in 49 communities; more than 50 per cent of Ontarians have access to the
service from their jurisdiction (as of May, 2008)

» Ongoing Land Registration Service Improvements in O ntario
» Partnership with Teranet (service provider)
» 95 per cent of property records now automated and converted
« approximately 93 per cent of land registration documents are filed electronically
 currently rolling out new access requirements to the electronic land registration system; part of
Minister’s Action Plan to prevent real estate fraud

» ServiceOntario at Libraries - now available at 390 participating public libraries, First Nation libraries
and First Nation band offices (as of September 2007)

» Personal Property Security Registration Paperless|  ntake - eliminated paper intake at all Land
Registry Offices, ServiceOntario centres and the Companies and Personal Property Security Branch
Public Office (August 2007)



» This year, four ServiceOntario projects were recognized at
the Public Sector Quality Fair by the National Quality
Institute with a Level Three - Award of Excellence, the
highest level of recognition available:

e DataLink
« Service Guarantees for Birth, Marriage and Death Certificates
e Electronic Master Business Licence Service Guarantees

e BizPaL Online Business Permits and Licences
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» ServiceOntario was also formally recognized at this year's Showcase Ontario,
which promotes innovative public sector projects that demonstrate excellence in
business practices, team work and the use of technology:

 In the category of "Stakeholder Engagement”, ServiceOntario's Newborn Registration
Service won a "best in class" Diamond Award - tops amongst their competition!

 In the category of "Working Together", the BizPaL Online Business Permits and
Licences initiative was recognized with an Award of Merit.

* In the category of "Innovation”, the Electronic Master Business Licence (eMBL) Service
Guarantee Project was also recognized with an Award of Merit.
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* \We're not building a big database with all your information in
it!

* We’'re not sharing all your information across the Ontario
government!
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* “No Wrong Door”
‘| don’t have any information”
o 3 different payment systems!

* “Who are you?”
« Collect and Forget
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» Risks of New & Unknown Datasets/Collection of Information

 Single Point of Access
« Make sure we give customer choice
e Strong audit and accountability

e |[dentification Schemes

« Confusion between:
* |dentification
» Authentication
* Eligibility
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» Service Oriented Architecture / SOA

* Virtualization

« Data-Centre Consolidation

 Solutions looking for a problem to solve

* Increasing Complexity - Increasing Risk
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* A compliance problem

* An obstacle to funding

A communications risk

 An annoyance

* Preventing good customer service
« Slowing down my project

e Costly

* Reactive

* Adversarial
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* Brand
 Informational stewardship
« Mirrors fiscal accountability / value paradigm
« Commitment to customer
« Commitment to shareholder
« Organizational, Executive and Staff commitment to Privacy

 Governance
« Government standards
 IT requirements
« Project gating
 Compliance
* Privacy legislation and other statutes






 Public has high customer service expectations and high
privacy expectations

e Client Centric

» ServiceOntario will ensure its commitment to the stewardship
of personal information by building the following core
principles into its system designs, policies and processes:

« client consent and control;

 privacy accountability and auditability;

« data accuracy;,

« limited collection and retention; and purpose limitation.
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» Ontario Privacy Legislation

« Freedom of Information and Protection of Privacy Act - R.S.0. 1990,
CHAPTER F.31

e Covers all ministries and scheduled Institutions

« Personal Health Information Protection Act, 2004 S.O. 2004, chapter
3 Schedule A

» Health Information

« Specific Statutes also contain specific Privacy provisions:
« Vital Statistics Act, R.S5.0. 1990, c. V.4
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« Applies to all Ministries and agencies of the Ontario Government.
Focus on notice and authority for collection.
“Silo” model.

The Freedom of Information and Protection of Privacy Act says that:

* “No person shall collect personal information on behalf of an institution
unless the collection is expressly authorized by statute...”

For the most part - ServiceOntario cannot collect information unless
authorized by statute.

« Some Ministries and Acts have statutory authority to delegate
authority to ServiceOntario.

« Under the flow-through/broker model - ServiceOntario cannot retain
program information.
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« Amend MGS Act and FIPPA to allow us to create statutory
authority in regulation:

« Designation in regulation of ‘Service Provider Organization’
« Designation in regulation of ‘Services to be provided’

« Regulation making powers for Collection, Use and Disclosure of
Personal Information to provide Designhated Services
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« MGS Act: 17.1 (1) The Lieutenant Governor in Council may, by
regulation, designate a ministry of the Government of Ontario, part of
such a ministry or a person or entity as an organization to provide
services to members of the public on behalf of the Government or a
public body.

* This designation creates statutory authority to allow ServiceOntario to
collect information on behalf of our partners.

+1
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e MGS Act: 17.1 (3)

 Designation of services to be provided

* (3) If the Lieutenant Governor in Council designates a service
provider organization under subsection (1), the Lieutenant Governor
in Council shall make regulations designating services,

« (a) which the service provider organization may provide on behalf of
the Government; or

 (b) which the service provider organization may provide on behalf of a
public body if the service provider organization is so authorized by
that public body or by a person or entity who, under any other law,
may give such an authorization.

+&
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 The SPO may not use or disclose customer care data which
It retains except as allowed by the regulations.

 IPC given power to audit SPO for compliance.

» As well as regulations for:
e Rules for retention / transfer
* Rules / Definitions for Customer Care Data
e Rules for agreements
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» Ontario Regulation 261/07
 Filed June 2007
» Designated ServiceOntario as a Service Provider Organization

« Authorized ServiceOntario to provide certain services on behalf of the
Ministry of Transportation

+7
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» Ontario Regulation 475/07
 Filed August 2007
« Revokes Ontario Regulation 261/07
» Designated ServiceOntario as a Service Provider Organization

« Authorized ServiceOntario to provide certain services on behalf of the
Ministry of Transportation

« Authorized ServiceOntario to provide certain services on behalf of the
Ministry of Natural Resources
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« Amendment to Ontario Regulation 475/07
 Filed April 2008

« Authorized ServiceOntario to provide certain services on behalf of the
Ministry of Health and Long-Term Care
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» Service Designations (as services are migrated)
 Information Handling Regulations
* Rules for Agents and Agreements

* Rules for especially sensitive information
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* Work with Business Dev. and Operations to define:
(Objective)
« What information we collect
« What we do with it / how we use it
 Forms / Screens / Scripts
« What information do we need for customer service
« Order Fulfillment System (Information) Requirements
« Customer Contact System (Information) Requirements

» Work with Marketing and Operations to define: (Subjective)
« What our customers want



* Plan to conduct a survey to understand:
« Expectations for information retention
 How long? / How much?

« Customer Choice
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* \What we do in the Privacy Office:
« Subject matter experts & Privacy champions for ServiceOntario
 Assist with project planning
» Assist with Terms of Reference (ToR)

« Estimate Risk and Advise
* PIA Screening
* Provide guidance on completing PIAs

* New Projects, Service Improvements, Migrations
« Ensure completion and approval of PIAs

« Ensure Privacy as a component of Brand, Governance and
Compliance

» Be Effective!
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e Daily News Summary

« Over 300 Subscribers
* (Approx 140 Internal, 160 External)

« Extremely Well Received
e Internal Benefits
o External Benefits

e To subscribe: send an email to:
e privacy@serviceontario.ca and ask to be added
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» 2007-09-26 Daily News from the ServiceOntario Privacy Office
- Edition 175

 In today's news:

* One privacy breach a day at Centrelink

» Toronto pet owners safe from Patriot Act
Management practices critical to information privacy, says Stoddart
Inadequate security safeguards led to TJX breach, Commissioners say
Canadian Homeless Shelter Considers ID Cards for Clients
Does Stockwell Day want to read your e-mail?



* Privacy or Customer Service?
e Yes - we want both!

e It's a lot more work - but it's worth It!
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« How much should | share?
 Have we lost the battle for Privacy?



* Technology vs. Technology

* Personal Responsibility

» Organizations must demonstrate Informational Stewardship
» Oversight

e Education






Peter Hope-Tindall

Head of Privacy
ServiceOntario

777 Bay Street - Suite 501
Toronto ON M7A 2J3

+1 416 326 5757

peter.hope-tindall@ontario.ca
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http://www.serviceontario.ca



e Thank you!

e Discussion / Questions



