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A bit about me ....

| consider myself a bit of a
“geek”

Children, Youth
and Social Services
Cluster
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| am definitely one of these ...

Children, Youth
and Social Services
Cluster
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But not one of these ...

Your Digital Trail
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| am one of these .... (mostly the closet type)
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But not one of these ....

or

Your Digital Trail
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I'm kinda one of these ....

But not one of
these ...

Your Digital Trail



| could easlily be one of these ....
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But have no
Interest in
becoming

one of
these ....

or these

Your Digital Trail
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| am absolutely both of these ...

Your Digital Trail
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And | consider myself a little bit of this ...

Your Digital Trail
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And everyone thinks | am one of these ....

Enough about
me ....

now my partner
should
Introduce
himself ....
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And a bit about me ....

e | am one of these ...

Your Digital Trail



Sensitivity: Unclassified

But not one of these ....

e Guaranteed ....

OR
one of thes

Your Digital Trail
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My friends consider me one of these ....

e and | beat them
regularly ....
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| don’t consider myself to be one of these ....

e But my daughter
loves him ...

Your Digital Trail
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| am MOST definitely one of these ....

e and do It on every
vacation to China ....
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And have a little bit of one of these iIn me ....

* But need to spend
more time at it ....

Your Digital Trail
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But definitely will never be one of these ....

 But Classical

Your Digital Trail
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Finally, | consider myself to be one of these ....

and one of
these ....

Your Digital Trail
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But — on to the reason why all of you are
sitting here ....
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Your Digital Trail
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It's a matter of privacy — personal privacy ....
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Do you know where all of your
personal information Is?

Let’s take a quick journey to see
what digital tracks we leave behind
us!

Every day ...
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It starts with your personal Internet account ....

 and an e-mail address

Your sent e-mails never
disappear!

* They are backed up on
ISP servers and
forwarded.

* Your friends (recipients)
may never delete them.

* S0, you check your e-
mail before leaving for
work.

Your Digital Trail
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And reply to a few queries from friends ....

Your Digital Trail
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And just who Is seeing your e-mail?

Your Digital Trail
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You arm your monitored alarm as you leave your
house ....

Your Digital Trail 28



Or Condo ...
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Your Digital Trail
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Unless you have this type of security ....

Marmaduke

Your Digital Trail
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Locking your door ....

Your Digital Trail
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And get into your car .... (which Is green)

Your Digital Trail 32
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Driving along the 407 ETR toll route ....

Your Digital Trail
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Where your license plate is photographed ....

e even if you have a
transponder ...

e the date and time are
recorded ..

* SO you can be billed

Your Digital Trail



And heading for work
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.... heed gas, so ....

« Stopping for gas if you're
driving ....

« and using a debit or credit
card to pay ...

Your Digital Trail
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And collect Air Miles or Petro-Points, etc.

e whichis
recorded

« along with
your
purchases

Your Digital Trail
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And purchase your “Timmies Coffee and Donut” ....

Your Digital Trail 37
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You continue your journey to the office ....

e Fighting traffic all
the way ....

Your Digital Trail



Going through an amber traffic light ....

Sensitivity: Unclassified

that turns red while you are
In the Intersection ....

« drinking your coffee ....

* where your license plate
captured by a red light
camera ....

e and a ticket arrives in the
mail shortly afterwards....

Your Digital Trail
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Or TTC / GO Transit vehicle .... If you're “green”

Your Digital Trail 40



Possibly chatting on your cell phone ....

Sensitivity: Unclassified

Your Digital Trail
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Which iIs recorded ....

e and proves to be
very expensive ....

Your Digital Trail
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Or send text messages / Twitter (tweets)....

« With personal information ...
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Or working on your wireless net / note-book ....
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Now my colleague will look at other items ....

Your Digital Trail



Until you get to the office ....
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Your Digital Trail
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Where you use your building access card ....

e To go up the elevator ....

Your Digital Trail a7
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Where you are recorded on security cameras ...
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To your desk and log into your computer ....
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You open your office applications ....

 Word
 PowerPoint
* Excel

e QOutlook
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All of these actions are recorded...

Your Digital Trail



Or you start an online chat client ....

Sensitivity: Unclassified

Your Digital Trail
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You respond to an online survey request ....

e which they
say any
monkey can
do ....

Your Digital Trail
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You make some telephone calls ....

e not all of which
are business
related ....

* but which are
tracked for
billing
purposes ....
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You attend meetings ....

 Because organizations run on meetings ....

* And the minutes show whether you contributed or not
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You work all day until quitting time ....

Sensitivity: Unclassified

Your Digital Trail
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Go to the local watering hole with friends ....

« Paying for your
drinks with a
credit or debit
card

Your Digital Trail 57



You finally head home ....

Sensitivity: Unclassified

« and log into your
now antiquated
computer ....

* because technology
changes so quickly

Your Digital Trail
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You decide to create a personal web site ....

 On which you have ...
* ablog

family pictures

e your genealogy / ancestry

* your hobbies / interests

* your réesumé

« and other personal stuff ...

Your Digital Trail
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You log into Second Life or World of Warcratft ....

e or other online
games ....

e |ike online
poker ...

Your Digital Trail
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Or any of these ....

Your Digital Trail
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And leave yet another component ....

« of your digital tralil ....

* because everything is closely tracked to ensure the integrity of
the game ....

« and for billing purposes after the initial trial period when you join
anew game ....

Your Digital Trail
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As part of your activities, you:

« Google your
own and your
friend’s names

« finding items
from years ago

Your Digital Trail
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We'll show the proof later on ....

 And what is there is sure to shock you!
* Especially with how easy it is to find!

 Butlet’'s continue

Your Digital Trail
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You decide to place your réesumé online ...

e because you
are thinking of
job hunting ....

 and someone
told you it is
possible to earn
more ....

Your Digital Trail
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Be careful what you putinit ....

Your Digital Trail
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You connect to a Social Networking site ....

Your Digital Trail 67
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On Facebook you add everything ....

e that your friends
suggest ....

e and end up sharing
everything in your
profile with external
entities ....

Your Digital Trail
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Or YouTube ....

Your Digital Trail
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And another YouTube example ....

Your Digital Trail



Sensitivity: Unclassified

To connect with friends and colleagues ....

* and post some
risqué content

e Or pictures ....

* that may affect
your future
employment ....

Your Digital Trail
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Because once placed on the Internet ....

e such pictures
NEVER disappear

e and can come back
to haunt you years
later ....

o just like baby
pictures do ....

Your Digital Trail
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You make sure your kids actually go to school

Your Digital Trail
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With results like this ...

Your Digital Trail
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Your Digital Trail
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Or this ...

Your Digital Trail
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While browsing “Cookies” are put on your computer ...

e SO that
vendors can
present
targeted
advertising tc
you ...

e Or based on
your Google
searches ...

Your Digital Trail
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Perhaps you pay bills through online banking ....

Your Digital Trail 78



All of which Is recorded ....

Sensitivity: Unclassified

e and could be
compromised
by a breach

e and there
have been
several

Your Digital Trail



While watching satellite or cable TV ...
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Your Digital Trail
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Which is logged for billing purposes ....

* |n a database

e for more than
just
collections ....

e |tis also used
for marketing
and other
uses ....

Your Digital Trail
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Let me hand this over to my colleague ....

Your Digital Trail
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Your fridge Is empty so you buy groceries ....

Your Digital Trail 83



At the grocery store on the weekend ....

Sensitivity: Unclassified

* Where everything is scanned
at the checkout ....

Your Digital Trail
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The transaction Is recorded In a database ....

e somewhere ....

e and linked to your purchase
habits ....

« for marketing and other
purposes

Your Digital Trail 85



You go to the shopping mall ....

Sensitivity: Unclassified

Your Digital Trail
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And make purchases at several stores ....

« where they check your
credit history ...

 which resides at a
credit rating agency .

* Dbefore authorizing your
purchase!

Your Digital Trail
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Which iIs stored in different databases ....

e somewhere .....

* but do you even have
an inkling of where?

Your Digital Trail
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And If It was a credit transaction ....

o detalls will likely be stored on serversinthe U.S . as
well as Canada

 Oreven in Europe

Your Digital Trail



Your vehicle needs to be serviced ....

Sensitivity: Unclassified

Your Digital Trail
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So It goes to the shop for repairs ....

 which is recorded
with your personal
Information ....

 INn a database

Your Digital Trail
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Which is shared with the auto manufacturers ...

Your Digital Trail
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Your car insurance comes up for renewal ....

 Which means a lot of
shared data ....

Your Digital Trail
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That may be affected by speeding tickets ....

e Or minor / major accidents ....

Your Digital Trail
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All of which gives you heartburn ....

e SO ....

Your Digital Trail
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You visit the doctor for a checkup ....

* Who prescribes
some medicine ....
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And files the medical visit with the province ....

* S0 he can get paid ....

e whichis recorded in a
government database

e somewhere

Your Digital Trail 97



Meanwhile, you visit the pharmacy ....

Sensitivity: Unclassified

 to fill the prescription ....

* SO you can live better
through chemicals ....

Your Digital Trail
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Which Is also recorded in another database ....

« with personal health
iInformation ....

 stored somewhere else

Your Digital Trail 99
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Because the government takes privacy seriously ....

Your Digital Trail
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To calm your nerves, you turn to music ....

e or making
purchases on
line at an
auction site ....

e purchase a
book online ....

Your Digital Trail
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So, how do you feel so far?

* Are you surprised by what we have shown you?

* Did you even think about any of the items we have
covered so far?

 Have we raised anything about which you need to be
concerned?

Your Digital Trail
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Your Digital Trail
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If you aren’t concerned yet .... about your trail

e Maybe this will make you a little
more afraid ....

Your Digital Trail



Sensitivity: Unclassified

It’s time to scare you a bit more!
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I’'m sure you’ve all heard about ....

Radio Frequency ldentification
Or

RFID

Your Digital Trail
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Radio Frequency ldentification (RFID)

U.K. Begin Microchipping Prisoners
Saturday, June 21, 2008 by: David Gutierrez
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RFID Continued ....

e the folks
making,
selling, and
using the
technology tell
us it won't be
abused ...

e but can we
believe them?
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RFID Continued ....

e |ttracks
everything
you do

Your Digital Trail 109
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You decide to take a vacation ....

Your Digital Trail
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Booking a family cruise ....

Your Digital Trail
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And need a new passport ....

* Which comes with
an embedded chip
technology....

e that has already
been broken
before they can be
deployed ....

Your Digital Trail
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To cross the border of our neighbour to the south ....

e whose staff have
no sense of
humour ...

e so don’t crack
any jokes ....

Your Digital Trail
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Which Is recorded in another database ....

e SO they could
possibly put you
on the “no fly”
list because your
name matches
someone else’s

e and you can
never get your
name off ever
again ....

Your Digital Trail
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Does the user have a conscience?

Frank and Ernest

Your Digital Trail
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How extensive Is the Internet?

Your Digital Trail
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Map representations of the Internet:

Your Digital Trail
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The interconnected world ...

Your Digital Trail
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Your digital life expands exponentially ..

Your Digital Trail 119
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Your Digital Trail
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Should You Be Concerned?

« TOTAL number of
records containing
sensitive personal
Information
Involved In security
breaches in the U.S
since January 2005.

¢ 253,401,163

Your Digital Trail 121
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The first thing to ask is ....

Your Digital Trail
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Databases — who’s got access?

e Can you trust
the person
accessing
your personal
Information to
keep it
confidential?

Your Digital Trail 123
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Insider Data Theft - Abuse

* If even the president of the United States isn'tsa  fe
from that type of abuse ....
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You should be concerned!!!!

 Let's look at what can be done with a little
knowledge and time

Your Digital Trail
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My colleague will now introduce .....

e some very important material

Your Digital Trail
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Let’s start snooping ....

« \WWhat tools are available for you to use?

* What personal information can be found about
you on the Internet?

e \What Other Impacts Could It Have?
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What tools are available?

— - Google
— - Yahoo

— There are many more
— this Is just a sample
list!

Your Digital Trail
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Let’s start with something simple ....

Your Digital Trail
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Other sources ....

Your Digital Trail
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Or this site ....

Your Digital Trail
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What does it show for my colleague?

Your Digital Trail
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Here are the results ....
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Or let me try this site ....

Your Digital Trail
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More Iinformation about our target ....
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And digging a little deeper ....

Your Digital Trail
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What personal information is available on the Inter  net?

Your Digital Trail
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What personal information available on Internet?

Your Digital Trail
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What personal information available on Internet?

Your Digital Trail
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What personal information available on Internet?
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What personal information available on Internet?

Your Digital Trail
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And a similar service for Canada ....
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Which doesn’t cost that very much ....

Your Digital Trail
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What personal information available on Internet?

Your Digital Trail
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What personal information available on Internet?

Your Digital Trail
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What personal information available on Internet?

Your Digital Trail
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Let’'s show you the other tools ....

Your Digital Trail
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While engaged in IM chat ....

Search on your friend’s e-mail address across the
Internet using this tool:
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Just enter your e-mail and password ....

Your Digital Trail
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And get these types of results ....

Your Digital Trail
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Now use the tool to find out about friends ....

Or yourself for a very reasonable price ....
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Or use Trackur .... and try it free for 14 days
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For business or personal use ....

Your Digital Trail



Sensitivity: Unclassified

At a fairly reasonable cost ....
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Sign up for the free trial ....
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Fill In a few fields ....

Your Digital Trail
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And then this ....

All the blog entries, articles and responses you ty ped
online ....
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Using a different tool ....

Your Digital Trail
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You'll discover the following things ....

E-Books I've downloaded for my Sony e-Reader ....

Your Digital Trail
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My software reviews for freeware / shareware ...

Your Digital Trail
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Responses to online questions ....

Your Digital Trail
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Humorous Incidents I've written about ....
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Discussions on security ISsues ....

Your Digital Trail
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My alternate life ....
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Using my full name ....

e Results in
over 500
entries —
only the
following
are actually
mine ....

Your Digital Trail
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And these items appear ....
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And these ....

Your Digital Trail
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Still more ...

Your Digital Trail
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Another tool in your search arsenal
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And here Is another one ....
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Which gives even more results ....

Your Digital Trail
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And using my pseudonym ....
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Are you scared yet?

Your Digital Trail
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What can all of this lead to?

Your Digital Trail
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False accusations ....

Your Digital Trail
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Impersonation like this ....
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Or your pictures used like this ....

Your Digital Trail
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Another aspect of online activity ....
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Summary

« Educate yourself about your digital trail

e Consider the impact of what you post about yourself
online
e You cannot put the genie back into the bottle

o Search your and your family members’ names
regularly

e Control who has access to your social networking
presence

Your Digital Trail
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Summary

 The iImpacts on your privacy can be severe

* You could lose a job opportunity or be fired from
your current position

e You could have someone impersonate you (identity
theft) and not be able to correct it

Your Digital Trail
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Don't let it happen to you ....

Frank and Ernest

Your Digital Trail
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More Information ...

THE FUTURE OF REPUTATION:
GOSSIP, RUMOR, AND PRIVACY ON THE INTERNET

THE DIGITAL PERSON:
TECHNOLOGY AND PRIVACY IN THE INFORMATION AGE

Online Reputation Monitoring & Social Media
Monitoring Tools
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Questions?

» For copies of this presentation:

Your Digital Trail



