Office of the Chief Information Low Sensitivity
and Privacy Officer
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On every value-of-money audit we
conducted this year, we noted areas
where better information was needed
to enhance and support management
decision-making and oversight.

Auditor General, 2007 Report
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Digital Infermation Created, Captured, Replicaled Warldwide
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Information Creation aid Available Storage
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A DAY IN THE LIFE OF AN EMAIL*

How the digital universe feeds upon itself can be seen in the digital footprint created by a single email sent to a team
of four people, an example based on an email infrastructure similar to IDC’s (see Figure 7).

The email itself is small, but with it is a 1MB attachment. If the email is sent to four people, wouldn’t that mean
that there are 5 x 1.1MB involved? The original and four copies?

No, unfortunately. To begin with, there is the document

itself stored on the local machine, then the email that

contains the document. In this infrastructure, copies of

all emails are kept on the central email server, which,

in order to keep the email system up and running,

includes a redundant server. Desktop files, where the

original document sits, are backed up daily to a server.

The servers are then periodically backed up to tape and

taken offsite. Our original 1.1MB email has a footprint

eight times bigger than itself.

Now add up the local and backed-up copies of the

email sent to the four colleagues, and that footprint is

30 times larger than the original email.

Then there is all the temporary data created as the

emails and backup systems send data back and forth

across the local and wide area networks. In

transmission, all manner of communications overhead

is introduced: signalling data, packet addresses and

headers, security codes, router caches, and

management and tracking information. The estimate here is admittedly fuzzy, but it is within the order of magnitude.
There are techniques for deduplicating redundant emails and multiple copies of documents, but they aren’t widely
spread yet. In the meantime, a simple email can have a very long shadow.
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Cost

» We will face ever increasing costs
Soon, direct costs will outstrip indirect
costs because of growing volume of
content.

Risk

* Increasing risk exposure related to
discovery requirements (legal & FOI)
and the protection of personal
information.
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$ Millions/Year

» Cost of discovery (especially e-mail) and
inability to conduct comprehensive
discovery.

« Privacy protection largely based on
employee judgement




Automate Controls &
Processes

 Version Control

Maintain Repositories of
Digital Content

* Assign Attributes (author; subject) I

* Store Document Templates

« Associated Program/Ministry
« Classified by Function/Activity
« Assign Retention Period

» Automated Disposition

* “Lock” Record

« Location (electronic; physical)

* Classification Level
« Access Rights
« Lock from change/alteration

Ministry Content
Repository

"
Attributes/Description gg% K@
of Other Information tﬁ‘i
Content @ N
<J

\

Business
Applications

Physical Records .
(Paper/Microforms) |

To Support Basic
Business Processes

*Discussion Threads

« Collaborative Authoring Ijl

« Voting/Polling
« Application Sharing

* Routing
» Approvals

1 I
* Intelligent Search

| 1
 Approvals/Authorization

» Apply Format/Design
* Delete/Update

Business Rules, Consistent and Disciplined Practice

s |

Legislation and Policy
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Electronic Communications

sLarge and growing volume — largely of temporary value

*Minority retained as Business Records/Knowledge content

*Focus for e-Discovery

Automate deletion of low value communications
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A Record is information that has been recorded in any form and that is held
in the custody or control of a government organization (s. 2 FIPPA, s.2
Archives and Recordkeeping Act).

Business Records are
records that show evidenegé of
businessdetision or activity
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The figure below illustrates the electronic desktop of two workers. Each has organized the same content
(documents) in different ways, according to their own mental models.

The underlying content does NOT change. However, it is possible to support different views and different ways of
working with the same content.

Olga’s Desktop Greg’s Desktop
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The Starting
Point

The Current

Situation

The Impact
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Information is central to the work of government.

Like other core assets — people and money — it needs to be managed with rigour and consistency to
support delivery on the government’'s commitments to Ontarians

Increased costs, lower productivity and reduced effectiveness

Cumbersome processes, an over-reliance on individuals to carry out tasks that could be automated
and a lack of controls lead to largely ad hoc and highly individualistic practices

Modernize and transform the way we work with information to support new ways of working
Enterprise Information Management (EIM) enables us to enforce controls, automate common

processes and search for information across the entire OPS

Reduced costs and managed risk

Better support for higher value-added
information and knowledge activities ‘
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