Privacy Enhancing Technologies :  Are there government drivers?

Privacy Enhancing technologies or PETS have been around for many years, at least as a concept. The term was coined in the early 90s, after the landmark Scientific American article authored by Dr. David Chaum, wherein he explained the concept of blind signatures (http://www.chaum.com/articles/Achieving_Electronic_Privacy.htm).  The concept of a PET is that of a technology which is used to protect personal information, usually through obscurity, or through providing authentication without gathering data.  However, the path to market for these innovative technologies and concepts has not been an easy one.  Privacy advocates have talked about PETS, personal information managers have called for them for a variety of reasons, but few have succeeded as commercial products.  

It is important to be clear about what is a PET and what is not.  There are all kinds of techniques to protect personal information, such as encryption, firewalls, secure channels, access controls, secure destruction protocols, management controls, HR processes, but they are not PETS.  A short list of the products that were around during the boom years from roughly 1999 to 2001 would include Anonymizer, ZeroKnowledge’s Freedom, IDcide, Privada, Cookie Pal, Cookie Master, numerous other cookie managers for the web, Hushmail and other anonymizing email products, etc.  These products were for the web, very few PETS were developed to work on large data bases or within organizations, although there is significant privacy risk within organizations.  Work began on meta-tagging, to enforce various privacy rules, but these applications are part of a vast array of controls, not true PETS.

 There are a number of market drivers for PETS, notably cost of protection of personal information, risk to reputation and amount of liability in the event of a breach, and internal/external fraud issues.  The use of personal information as an authenticator for individuals, whether client or partner, becomes increasingly higher as information flows throughout the information society, so PETs which perform secure authentication tasks are valuable for reliability factors alone.

Government departments which hold large amounts of personal data on the citizen, including identity data, root documents, financial or medical information, transactional history, contribution amounts, photographs and other biometric data, have challenges in protecting this information.  They also have needs for innovative authentication techniques, to avoid handling or accessing personal data every time they wish to authenticate an individual or entity for purposes of a transaction.  Address changes, a necessary and very common procedure in a mobile population, are difficult to do with security and simplicity, and ease of use for the citizen.  

This raises the single biggest reason for the market failure of PETS, the same reason that many other security procedures and products fail:  ease of use.  Citizens and employees are often poor risk managers, they are usually anxious to take the quickest and easiest route to a product or service, they seem to be innately curious, particularly when alone in that intimate relationship with their computer, and as a result make poor choices that expose them and their personal data.  The majority of the current population did not grow up with computers, and overwhelmingly avoid anything complex or confusing.  Assisting users of our electronic interfaces currently has a very high human resources cost.  The products that can work with this reality and offer real solutions will find a market, there are eager buyers out there as we move towards electronic service delivery in government. 

