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Challenges & Expectations
The Law

Challenges — a few examples

- Who is accountable to ensure compliance with
legislation, policy and procedures in an interoperable EHR
(“EHRI”)?  What will a chain of accountability look like?

- Will the component systems all be capable of complying
with the “need to know” and “least amount” principles?
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Challenges (2)

- Can we implement a “consent management
system” that will comply with the various health
information privacy laws that allow a patient to
exercise control over who sees their information
and under what circumstances?

- Can we audit the EHRI to identify significant privacy
and security related events in an event log and
then facilitate analysis of that log to detect
breaches?
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Expectations (1)

« Patient expectations include:

- The right to control the collection, use and
disclosure of their personal health information;

- The right to access their information;

- The right to request corrections to their information;
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Expectations (2)

- That they will be able to obtain the highest quality
of health care no matter where in the country they
may be located when the need arises

- Can these expectations all be met in an EHRI?

- Will the current legislation support or impede the
development of an EHRI?
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Example — the need to know

+ PHIA (MB) states:

“A trustee shall limit the use and disclosure of
personal health information it maintains to
those of its employees and agents who need to
know the information to carry out the purpose
for which the information was collected or

received...” [ss 20(3)]
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Example (2)
 This requirement creates a challenge in the

EHRI

 How do you comply with this in a way that does
not involve individual use-by-use authorization?

* One answer — “role-based access” control.
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Example (3)

« What are some of the issues around “role-based
access”?

- Who assigns the individual to a role?
- Can a person have more than one role?

- Who ensures that the description of the role is
consistent across jurisdictions?

- Who decides what information the role should have
access to?



Manitoba 9P

Example (4)
* Answers may be coming!

The Provider Registry that has been set up now in a number
of jurisdictions will assist in answering some of these
questions.

- It is hoped that the information in the provider registry will
include the individual provider’s role so that when the
individual attempts to access information, the registry will
ensure that she is who she says she is and will provide
access that is permitted by her role.
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Example (5)

* Role-based access could satisfy the need to
know requirement in PHIA if the access
assigned to a role is limited to the information

needed to properly carry out the role.
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Resources (1)

« (Canada Health Infoway:

- Electronic Health Record Infostructure Privacy and Security
Conceptual Architecture, Version 1.1, June 2005 — available
at:

http://knowledge.infoway-inforoute.ca/EHRSRA/doc/EHR-Privacy-
Security.pdf
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Resources (2)

White Paper on Information Governance of the Interoperable
Electronic Health Record (EHR), January 2007 — available at:

http://www.infoway-

inforoute.ca/Admin/Upload/Dev/Document/Information%20Govern
ance%20Paper%20Final 20070328 EN.pdf




