


Defined as the collection and management

of iInformation from various sources and
distribution to an audience who has a stake

In or a right to that information.



The protection of personal information is an
act of information management.

With the advancement of technology, the job

of information management has become
more complex.



Paper Charts

Access by appropriate individuals
controlled... somewhat

Not always available when and
where needed

Very resource intensive to manage




EHR Access by appropriate individuals
controlled... hopefully

Always available when and

— Wwhere needed

Will resource requirements
lessen or change?



are meant to be a secure,
private lifetime record of an
iIndividual’s key health history
designed to be available
electronically to authorized
health care providers and the
iIndividual anywhere and at
anytime.




EHRs are widely viewed as holding

significant promise for improving healthcare

delivery efficiencies, wait times, and patient

safety.



Information can be easily disseminated to

many by a multitude of electronic devices.

How do we control the exodus of personal

health information?
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Anything we do to make information more
accessible for good, laudable purposes will
simultaneously make it more accessible for
evil purposes.

Challenge is paradoxical: better security
that’s easier to use.
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Lost and Found Good Intentions,
Wrong Use

Stolen
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New Versions of Software

- Cost
- Training
- Unretrievable information

G’“/Ap

- Patient trust

- Access

- Security

- Data stewardship.
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To Share or Not to Share
Strong passwords breach
the simple user rule

People — greatest
protection resource and
niggest security threat
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Research: We've got it, why not
flaunt it?

Access:. Need it, gotta have it,
maybe.
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~The Convenience of Technology and Reality of Privacy
by Jennifer Stoddart, Privacy Commissioner of Ca??da
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A recent security study in United States found
nearly one half of US consumers have little
or no confidence that organizations are

taking sufficient steps to protect their
personal information.
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COACH
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COACH
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COACH
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Privacy Officers/Health Information
Managers are learning to balance
legislative requirements, ethical
requirements with new technology and
office efficiency. The logistics can be
mind-boggling and ensuring compliance
can be challenging.
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- The Personal Health Information Act (PHIA)

- The Freedom of Information and Protection
of Privacy Act (FIPPA)

>
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The Winnipeg Regional Health Authority (WRHA)
IS:

- 1 of 12 Regional Health Authorities in Manitoba.
- divided into 12 community areas

- comprised of nine facilities and multiple
community agencies, services and programs.

- not all of our regional sites are devolved.
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WIS Is a partnership between the WRHA,
Manitoba Family Services and Housing, and

Manitoba Health. The purpose is to bring
about the integration of health and social

services in community areas throughout
Winnipeg.
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he integration of services provided In
convenient community locations will make it
easier for citizens to access services and
iInformation, and improve coordination
between services.
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Creating and Implementing Policies

The Winnipeg Regional Health Authority and all of the
WRHA Facllities have developed JOINT policies
related to PHIA and FIPPA.

Many of our funded agencies have adopted these
policies.
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Providing Education

- Orientation: new employees, students (i.e.
medical, nursing, health information)

- Train the Trainer
- Privacy Officer Training

- Ad hoc education

27



Developing Notices

- Regional standard notice posted at all faclilities,
sites

- Notices are handed to clients in home care, mental
health, families first programs

- Verbal notices for use over the phone (PHN) or to
our Street Connection clients
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Obtaining Consent
- Request to Access Personal Health Information

- Consent for Release of Personal Health Information

- Service Coordination — Consent for release of
Personal Information and/or Personal Health
nformation

- Disclosure of Personal Health Information to Police
with or without consent
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Appointing Privacy Officers

- There are designated Privacy Officers at each Acute
Care site, Personal Care Homes, Long Term Care
sites and several in Community Health Services.

- There are also Privacy Officers in Community
Partner Organizations (e.g. Manitoba Adolescent
Treatment Centre) or program specific areas (e.g.
Breast Health Center).
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Reporting Breaches
- Investigation of breaches are handled by the
designated Privacy Officer at each site.

- Chief Privacy Officer may become involved with
more complex breaches.

- Database designed to manage and track breaches.
- Regional Occurrence Reports are utilized
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Privacy Impact Assessments

Agreements:

- Information Managers Confidentiality Agreement
- Agreement for Protection of Personal Information
- Data Sharing Agreement

- Research Agreement

- Memorandum of Understanding

Pledge of Confidentiality
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Information auditing technigues will detect theft
by monitoring access to sensitive information
assets and monitoring both insiders and

outsiders.
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A record about access to PHI which identifies:

(a) Individuals whose PHI has been accessed,
(b) Persons who accessed PHlI,
(c) When PHI was accessed,

(d) The electronic information system or component
of the system in which PHI was accessed,

(e) Whether PHI that has been accessed Is

subsequently disclosed under section 22 of the
Act.
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Business

E-health Privacy
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E-Health makes patient confidentiality
possible with software that encrypts health
data, restricts who sends/receives it, develops
secure networks, and provides password
authentication to ensure the right access to
the right data by the right people.
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For every hour of application/development
work, another hour is required to address our
interpretation of the legislation.

We project that an application’s log data will
exceed the application data in less than half a
year.
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It has been 10 years since PHIA and FIPPA
were introduced in Manitoba.

Both PHIA and FIPPA have been reviewed.

Draft wording to amend the PHIA is under way
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Bill 210

A proposed amendment to
PHIA, which would enable
patients In  hospitals and
nersonal care homes to
access information about their
own health within 24 hours, iIf
It Is readily available.
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Section 23

Disclosure to family about patient's health
care

Section 13

Restrictions on collection
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In the last 10 years...firewalls, encryption
technology, biometrics, tracking breaches,
audits, new policies and legislation, E-mails,
websites, etc.
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-- Bill Gates, 1981
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~ Robert Schuller
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~Author Unknown
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~International Association
of Privacy Professionals
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