Finding the Missing Pleces

Why solving the privacy puzzle is a lot more
difficult than we think
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About Me

Broadcaster
Researcher
Internet Strategist

Hacker?




Unauthorized Access

- Arrested in 1995 under section
342.1 of the Canadian Criminal
Code

- Disclosure included every key
stroke | had made over a six-
month period

- Understanding the power of the
"super user" a/k/a "root"




How do we find the missing pieces?

Understand the context
Analyze the power dynamics
|dentify the necessary skills
Engage the excluded

Empower the creative

Always prepare for what's next



The Speed Problem

Addressing the challenges that
arise from an accelerating culture

With the rapid evolution of
technology, how can society keep
up?

How can privacy keep up?

"Is there an app for that?"



McLuhan's rear view mirror effect:

What we see as the present,
IS really the past.

What we see as the future,
IS really the present.

So then where are we now?



Neo Feudal Society

Celebrity as aristocracy

Scarcity of attention

@aplusk on twitter has almost
4 million followers



Neo Feudal Society: Economics

Concentration of ownership
Myth of meritocracy
Reality of Lords and Barons

"Reality TV" is the new Bread
and Circuses



Neo Feudal Society: Copyright

Gutenberg and the Reformation

Civil disobedience against //
a corrupt intellectual | /
property regime "'
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The Pirate Bay




Neo-Feudal Society: Social Structure

Tribes, Serfs, Mobs,
and Magicians

Influence and peer
pressure

Tools for popularity
and attention

Surveillance
society fueled by
marketing and
advertising



The Survelllance Society

Instead of Big Brother:
Little Brothers and Little Sisters

Youth as the Vanguard of the
Survelllance Society.

Are we out of control?
Or are we under control?
Who's in control anyway?



The Power of the Network



The Power of the Mob

A response to the culture of
lawlessness?

The Story of A-Spec Kid

Bulletin boards and
crowdsourced
private investigations...

Internet Eyes - UK
Crowdsourced survelillance



The Power of IT Departments

Unaccountable authorities?
Alienated from the organization?
Hostile, rude, and tyrannical?

How do we:
Integrate?
regulate?
soclalize?
translate?



The Power of Open

From Open Source to Open Society?

Open to Audit
Open to Change

Open to Participation?
Open to Privacy?



Seduced by Free

The dominant business model is "Free"
"There's no such thing as a free lunch"
has become

"The best things in life are free"

Give away that which is in abundance, while
charging for that which is scarce...

Free + Premium = Freemium

Is privacy the scarcity ppl will buy?



The Great Data Harvest

The real reason for free is the
Increasing value of our attention
and personal information

While many understand the
exchange of service for personal
Information, few understand the
real value of that transaction

Will we ever be in a position to see
our data shadow?



Privacy and Literacy

Knowing how to use new
tools as they emerge

Pattern recognition instead of
Information overload

Based on media literacy and
critical thinking



Dealing with the Digital Divide

Access and Privacy
Socio-Economic Status
Language

Usability

Presence



Real/Virtual and Public/Private

Distinctions between these
concepts continue to dissolve

Creates confusion as to what
IS appropriate, when, and
where.

Shared reality becomes a
scarcity

Insularity as the basis of the
neo-feudal tribe



McLuhan: Artists as Antenna

The poet, the artist, the sleuth — whoever
sharpens our perception tends to be anti-
social; rarely "well-adjusted", he cannot
go along with currents and trends. A
strange bond often exists among anti-
social types in their power to see
environments as they really are.

Art at its most significant is a distant early
warning system that can always be relied
on to tell the old culture what is beginning
to happen.

Art is anything you can get away with.



Survelllance Camera Players

Perform specially adapted
plays in front of CCTV
cameras to protest their use
In public places and bring
awareness to passers-by



Improv Everywhere: Hacking Reality

ImprovEverywhere.com
UrbanPrankster.com

Situational and participatory
Improvisational theatre

"Causing scenes of chaos
and joy In public places"”

Eg: No Pants Subway Rides
and MP3 Experiment

Vancouver Improv Everwhere



HackLabs and Unconferences

HackLab.TO is a community space
with a diverse membership, including
artists, computer programmers, web
designers, and hardware hackers.

Inspired by the philosophies of the
global hackerspaces movement they
encourage people to socialize, share
knowledge, and work together on their
projects.

VHS (vancouver.hackspace.ca)

Protospace.ca in Calgary



Android, Latitude, and Street View

Google dominates due to
their velocity and
their commitment to free.

mportant to understand
poth the impact and
potential of their services

Android picking up
momentum and helping
migration to mobile



Augmented Reality

Enabling hypertext in reality
Unlocking the information all around us

Based on both location based services and soon
basic forms of facial recognition



How do we slow down?

Dialogue
Maps
Mindfulness
Exercise
Community

Vision



Power of Dialogue

Shared experience
No stupid questions
Enables collaboration
Empowers all involved

Encourages critical thought



A Social Mobile Future

Web 3.0 is the
normalization of Al

Ubiquity and mobility manged
by social context and location.

Social capital becomes
formalized as part of a
reputation based economy.

Privacy as a commodity that
requires subsidization?
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