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Objectives

1. Why do we measure?  Exploring the reasons 
for having metrics. 

2. How it fits together:  Risk assessment, 
controls, legislative compliance, quality 
management, performance measurement. 
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management, performance measurement. 
3. Maturity models and the status quo
4. What to measure.
5. Threats and Risks
6. Questions



Why do we Measure?

1. Compliance to legislation and policy
� Annual reports to Parliaments or management boards
� Compliance with oversight bodies’ requests
� Examples:  number of access requests, number of 

complaints, time taken to resolve requests and 
complaints, errors in law, etc.
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complaints, errors in law, etc.

2. Financial requirements
� Seeking funds, reporting on expenditures
� Internal and external audit requirements



Why do we Measure?

3. Quality Management Programs
� Enterprise wide systems
� Contractual agreements

4. Audit Requirements
� Sarbanes-Oxley
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� Sarbanes-Oxley
� COSO

5. Performance Management Frameworks
� Management Accountability Framework (federal)

6. Risk Management and Continuous Improvement



Why Again?

1. Reports
2. Managing Risk
3. Continuous Improvement
4. Engaging staff in operations
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4. Engaging staff in operations
5. Learning incentives
6. Some people just love stats

FUN!!??



How it Fits Together

Time is money:  make your metrics work for you
1. Management requirements
2. Risk Assessment
3. Long term planning:  Road map to improve 

maturity level
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maturity level
4. Continuous Improvement of documentation:

� Does it tell a story?
� Can it show progress/deterioration?

How high, how broad, is your framework?
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Maturity Model
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Privacy Maturity Model
Level 1: Initial Level or start-up

� Key policies, practices and control framework not yet 
established

� Some awareness of responsibilities and risk, ad hoc 
implementation

� Absence of sustainable practices and controls

Level 2: Control Level
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Level 2: Control Level
� Key processes defined and instituted
� Statutory and policy requirements are met
� Management is aware but control weakness remains

Level 3: Information Level
� Information is used to produce guidelines and to 

provide valuable support to operational managers
� Processes, activities established to measure, monitor



Privacy Maturity Model

Level 4: Managed
� Privacy risks are identified, analysed and managed
� Mechanisms for measuring the privacy impact on 

service levels are in place 
� Information to make informed decisions is available 

and used
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and used
Level 5: Optimized

� Information from inside and outside is used
� The focus is on continuous improvement  

(after OPC 2007 PIA report)



Data Protection and Quality Management

1. CSA code CAN/CSA Q830
� Why management standards are necessary
� What to measure in enforcing standards
� Linkages with other standards
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2. ISO Security management standard 
� ISO/IEC 27002:2005 

3. ISO Risk management standard 
� IEC 31010

How high, how broad, is your framework?



MAF
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Performance Measurement

Management Accountability Framework (MAF)
� DM accountable, flows through management
� 16 - 21 indicators
� Privacy is a factor of several aspects of the MAF
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� Privacy is a factor of several aspects of the MAF



So what do we measure?

Underlying standard behind PIPEDA:  the CSA 
standard and why it is there

1. Accountability
2. Identifying Purpose
3. Consent
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3. Consent
4. Collection limitation
5. Limiting use, disclosure, retention
6. Accuracy
7. Safeguards
8. Openness
9. Access and correction
10. Challenge



So what do we measure?
1.  ACCOUNTABILITY METRIC

Accountability passed on through all management 
layers

Annual review

Organization charts, job descriptions, management 
agreements reflect meaningful responsibilities for 
PI management

Annual review

14

Contracts have appropriate coverage, liability 
transfer, security requirements

Legal controls
Audit controls

Data has been mapped to business process 
PIAs or amendments on all business changes

PIA count
$ control points

Error tracking, mitigation strategies Number of errors
$ impact

Risk assessment cycle 5 year cycle



So what do we measure?
1.  ACCOUNTABILITY METRIC

Implementing policies and procedures for all 
principles

Annual review

Training programs:     curriculum development
Training delivered

Quality review
#s, feedback

Testing on knowledge transfer scores
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Testing on knowledge transfer scores

Awareness raising efforts internally Mystery shopper

Annual Reports Feedback
Quality review

Public information:  website
Program information

Cyclic review
Annual review



So what do we measure?
2. IDENTIFYING PURPOSE METRIC

Purposes identified, documented, notified Annual review

Purposes audited Audit cycle

Errors, complaints checked for secondary use # secondary 
uses identified
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3.  CONSENT

Forms have correct consent clauses Forms reviewed 
annually

Appropriate person consents # authentication 
errors

Revocations acted on # revocations 
pending



So what do we measure?
4. COLLECTION LIMITATION METRIC

Data limitation checks Annual review
Audit cycle

Partner collections validated Cyclic review

Errors, complaints checked for over-collection # cases 
identified

5.  LIMITING USE, DISCLOSURE, RETENTION METRIC
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5.  LIMITING USE, DISCLOSURE, RETENTION METRIC

Retention procedures reviewed, audited Cyclic review 

Destruction procedures reviewed, audited Cyclic review 

Data losses managed, reported, assessed and 
mitigated

# losses, rate &
error analysis

Breach disclosures managed effectively Feedback, press
Payouts, losses



So what do we measure?
6. ACCURACY METRIC

Quality checks Annual reviews

Investigation analysis Cyclic review

Financial losses Annual, cyclic 
review

Customer review # cases 
identified
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identified

7.  SAFEGUARDS METRIC

Desk audits for PI lockup Cyclic review, #s

System controls:  Access logs Cyclic review, #s 

Error tracking # losses, rate &
error analysis

Threat Risk Assessments completed, mitigated #s, procedures 
followed



So what do we measure?
7.  SAFEGUARDS METRIC

Online analysis:  scanning, firewall stats Annual reviews
# incidents

System certifications #s, feedback

8.  OPENNESS METRIC

Public information Annual review, 
#s
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#s

Forms Check Cyclic review, 
procedures 

Customer feedback Mystery shopper
Oversight review

Call centre information #s, analysis, 
procedures 
followed



So what do we measure?
9.  INDIVIDUAL ACCESS METRIC

Requests for PI #s, time 
required, cost

Corrections #s, feedback

Notations to file, followup #s, $

10.  CHALLENGE METRIC

Complaints to oversight authority Annual review, 
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Complaints to oversight authority Annual review, 
#s & outcomes

Court Challenges, settlements, litigation (partners 
and clients)

#s, outcomes
$$

Oversight Audits Oversight review

Procedural changes, training #s, analysis, 
procedures 
followed up



Threats and Risks

� Decay in records management and archival practices
� Staffing challenges, demographics (boomers exit), 

knowledge management
� Training challenges:  a competitive environment
� Outsourcing and contracting:  audit and control
� Security threats and priorities
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� Security threats and priorities
� IT innovation
� Internet and social networking
� Authentication issues
� Organized crime and ID theft
� Economic factors:  how to make privacy a priority



Technology Issues

� Keeping up with standards development, bugs and 
patches

� PETS
� Data mining issues
� Flags and access controls:  ancient? Using them?
� Data transport:  encrypted?  Logged?
� Tracking of PI:  logged, GPS locators?
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� Tracking of PI:  logged, GPS locators?
� Cookies, IP address info, traffic analysis, DPI
� Authentication:  employees & biometrics
� Authentication:  clients shared secrets, 3 factor
� Transparency and communication:  Web 2.0
� Portable devices:  BBs, laptops, memory sticks



Questions?

23

stephanie.perrin@servicecanada.gc.ca
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Background

� The Social Insurance Number (SIN) is a 
unique 9 digit file identifier used by the 
Government of Canada to identify people 
who:
� earn money through work;
� pay taxes; 
� contribute to pension plans; and, 
� access a variety of Government programs 

and services. 
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and services. 

� SINs are housed on the Social Insurance 
Register (SIR) database which contains 
42 million SIN records and related 
information.
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Background

� .

� 1998 to 2007 – the Auditor General (AG) 
reported that accuracy and reliability of 
the SIR was of concern.

� 2006  - The SIN automated processing 
(SINRA) was implemented in all Service 
Canada Centres.
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(SINRA) was implemented in all Service 
Canada Centres.

� 2007 - SIN Quality Management Strategy 
was implemented.

� 2008 - SIR goals established & measured.

� 2009 - AG reported significant advances.



• Objective: Introduce controls, Linkages and Continuous 
Improvement to SINRA system

• Methodology: Business Process Re-engineering used as the driver 
to develop the Quality Management Strategy 

• Outcomes:
• Quality Improvement Process – A continual improvement 

process focused on quality results and accountability for SINRA 
processing

• Quality Management Framework – The framework 

Overview of the SIN Quality Management Strategy
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• Quality Management Framework – The framework 
incorporates people, systems and performance measures. 
1. People: the development and proper utilization of agents and 

coaches are vital to our performance. 
2. Systems: activities, processes and systems are in place to 

continually improve the effectiveness and efficiency of our 
performance. 

3. Performance measurements: measuring performance is the 
critical component in identifying opportunities for improvement, 
comparing performance against standards and reviewing our 
performance.



Management Accountability Framework
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The framework identifies activities and mechanisms required to collect data, measure 
performance, report on results, and integrate and improve processes.
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Quality Culture – Continuous Improvement
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Monitoring
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Assurance
Quality assurance activities improve the overall accuracy of 

the SIR.
• Historic death data

• On-going death data

• Newborn Registration 
Service (SIN at birth)
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Service (SIN at birth)

• Real-time validation

• Management of 
Multiples

• Establishing SIR goals

Quality Culture



Reporting Mechanisms

IMS Report Card
�� quality data posted quality data posted 

on intraneton intranet
�� identifies trends at identifies trends at 

the local, regional the local, regional 
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the local, regional the local, regional 
and national leveland national level

�� used for decisionused for decision--
makingmaking
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Reporting Mechanisms

Agent Performance 
System (Tentative 
Early Summer)

�� record and access the record and access the 
results of the agent results of the agent 
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results of the agent results of the agent 
evaluations evaluations 

�� to identify performance to identify performance 
and learning issuesand learning issues

�� for use in the for use in the 
Performance Performance 
Management processManagement process
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Random Sampling Reviews
Selection via QM pop-up
� Approximately 4% of all transactions are chosen via the QM “pop-up” screen
� Agent must send copies of the client’s identity documents and have the 

request authorized (e.g. by manager)
� The frequency and target area for the selection is flexible

Reviews
All selected transactions are reviewed; follow-up is conducted on all anomalies 

identified 
Critical – affects identity and entitlement to benefits for SIN-authorized 
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� Critical – affects identity and entitlement to benefits for SIN-authorized 
programs (multiple SINs, date of birth errors, non-entitlement to a SIN)

� Procedural – non-compliance in regards to the issuance process 
(copies not provided, signature of manager missing)

Follow Up
� All anomalies found through the QM pop-ups are followed-up upon
� For critical and non-compliant situations, a QM Exception Report must 

be completed by agents with manager’s signature
• QM Exception Report is returned to the QM office to complete file



Conclusion in Numbers

Accuracy Rate for 
Vital Events

KPI                 
(est. in 2008 Goal
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Accuracy Rate for 
Legitimate SINs

KPI          
(est. 

2008 Goal
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(est. in 
2007)

2008 Goal

97.3% 97.4%

(est. 
in 

2007)

99.9% > 99.9%
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