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Behavioural Advertising is…

� “…the tracking of a consumer’s activities 
online – including the searches the 
consumer has conducted, the web pages 
visited, and the content viewed – in order visited, and the content viewed – in order 
to deliver advertising targeted to the 
individual consumer’s interests.”

Federal Trade Commission staff report -- December 2007 
http://www.ftc.gov/os/2007/12/P859900stmt.pdf



Types of  Behavioural Advertising

� Contextual advertising
� “First party” behavioural advertising
� “Third-party” behavioural advertising� “Third-party” behavioural advertising

� Ad Networks

� Deep Packet Inspection (DPI)
� ISP plus ad networks



A Decade of Debate

� Late 1990s - Behavioural advertising takes off and implications for fair 
information practices identified

� 1999 - Network Advertising Initiative (NAI) launched as industry 
response to consumer concerns

� 2001 – NAI issues self regulatory code; followed by consumer opt-out  
program, (code updated in 2008)program, (code updated in 2008)

� 2007 – FTC consultations lead to draft self-regulatory principles for BA
� 2008 – Congressional committees examine BA
� 2009 – Canadian privacy commissioner addresses DPI and BA at 

CRTC hearings 
- FTC issues final self-regulatory principles for BA
- American business groups issue self-reg. guidelines
- Canadian business associations begin work on self-regulation



Canadian attitudes to online advertising

Threat-conscious and privacy oriented:
� 79% of Canadian consumers think the internet is not well-regulated 

and naïve users can be taken advantage of
� Not surprisingly, 58% delete cookies, etc. on weekly basis and 93% 

do so at least monthlydo so at least monthly
� 46% utilize privacy settings to auto delete browsing history/cookies

Source: TNS Canadian Facts / CMA Study (April 2009)



Canadian attitudes to online advertising

Consumers are aware of behavioural advertising…
� 45% have heard of “behavioural targeting”
� 69% recognize their browsing activities may be tracked by a third 

party for advertising purposes

But many consumers are uncomfortable with it…
� Only one-third are comfortable with their browsing activities being captured 

and used to serve relevant ads
Source: TNS Canadian Facts / CMA Study (April 2009)



Canadian attitudes to online advertising

When does an “annoying ad” become valuable information?

� 70% say online ads are intrusive and annoying
� 85% indicate that less than 25% of ads are relevant

� 53% say it’s less than 10%� 53% say it’s less than 10%

� 51% like seeing ads, offers, coupons from brands they have 
purchased from

� 62% would choose to receive ads only from online stores and brands 
they trust

Source: TNS Canadian Facts / CMA Study (April 2009)



Canadian attitudes to online advertising

Who is most responsible for protection of individuals’ 
online privacy?

� 81% identify website owners 
� 78% identify the individual
� 66% say ISPs� 66% say ISPs
� 64% say browser/software manufacturers
� only 61% say government

Source: TNS Canadian Facts / CMA Study (April 2009)



Canadian attitudes to online advertising

Consumers not strongly opposed to online advertising
� Aware their online browsing activity may be collected
� Aware that advertising supports free content
� Want more transparency and control over the ads being � Want more transparency and control over the ads being 

presented to them



Implications for marketers

� Marketers must facilitate awareness and choice

� How?  Through transparency on websites, in 
privacy policies, and through effective opt-out 
mechanisms (eg: the NAI)mechanisms (eg: the NAI)



Proposed Principles for BA

1. Transparency and consumer control

2. Reasonable security and limited data retention, f or 
consumer data

3. Affirmative express consent for material changes  to existing 
privacy promises

4. Affirmative express consent to (or prohibition a gainst) using 
sensitive data for behavioural advertising

Source:  http://www.ftc.gov/os/2009/02/P085400behavadreport.pdf



Achieving Transparency

Online News:

� Third-Party Cookies:
� In the course of serving advertisements to 

this site, our third-party advertiser may place 
or recognize a unique cookie on your 
browser.browser.

� Third-Party Advertising 
� The ads appearing on this website are 

delivered to you by DoubleClick, our Web 
advertising partner. Information about your 
visits to this site, such as number of times 
you have viewed an ad (but not your name, 
address, or other personal information), is 
used to serve ads to you. For more 
information about DoubleClick, cookies, and 
how to "opt-out", please visit 
http://www.doubleclick.net/us/corporate/privacy



Online Portal

Yahoo! also automatically receives and 
records information on our server logs from 
your browser including your IP address, 
Yahoo! cookie information and the page 
you requested. 

Yahoo! uses information for the following Yahoo! uses information for the following 
general purposes:  to customize the 
advertising and content you see on our 
pages,ll your requests for certain products 
and services, improve our services, 
conduct research, and to contact you about 
specials and new products or for service 
announcements or administrative 
messages relating to the Yahoo! service. 



Online Retail



Online Retail



Online Job Search

� A privacy  policy that includes:

� We also allow other companies to display 
advertisements to you while you are visiting our 
Sites. Because your web browser must request 
these advertisements from the other companies’ 
servers, these companies can view, edit or set 
their own cookies, just as if you had requested a their own cookies, just as if you had requested a 
web page from their site. Monster has no control 
over, and is not responsible for, the practices of 
those third party advertisers. Monster 
encourages you to review the policies of such 
advertisers. (You will find additional information 
about the following third party ad servers at 
www.doubleclick.com and 
www.atlassolutions.com/privacy. We use other 
third party ad servers as well; a way to opt out of 
third party cookies is to modify your browser 
settings to decline cookies as described at the 
end of this statement.)



Changing Face of Served Ads

Google is putting a small line of 
text on the bottom of most of the 
ads it will serve. 

One part gives the Internet 
address of the advertiser, telling address of the advertiser, telling 
users who is behind ads. 

The other side has the phrase 
“Ads by Google. ” Clicking this 
link will direct you to a page that 
provides detailed information on 
Google’s advertising programs, 
including behavioral marketing.



Transparency

Typical Ad Network Disclosure:

� III. INFORMATION WE COLLECT.
A. Online Advertising
Mediaplex offers Clients various online advertising products, including without limitation, MOJO 
Adserver, MOJO Publisher, and MOJO SEM. In the process of providing online advertising, Mediaplex 
does not collect any personally identifiable data, which is data collected with an intention to identify 
and contact a person such as name, address, telephone number or e-mail address ("PII") from 
Internet users with respect to such online advertising products. We may use technology such as click-Internet users with respect to such online advertising products. We may use technology such as click-
stream, cookies, web beacons, log files and HTTP protocol elements to collect general data on the 
performance of our advertising campaigns so we can report aggregated results. This data is collected 
on an anonymous and non-personally identifiable basis. The non-personally identifiable information 
that Mediaplex collects may include, as an example, IP address, browser types, operating systems, 
domain names, access dates and times, referring website addresses, online transactions and 
browsing and search activity "Non-PII"). 
The Non-PII collected is used for the enhancement of our services to our Clients, marketing, and to 
more effectively match advertisements and website content to Internet users. 

...cont’d



Transparency

Typical Ad Network Disclosure (cont’d):
� III. INFORMATION WE COLLECT.

C. Cookies, Web Beacons, and Log Files 
Mediaplex may serve online advertising as part of its Mediaplex Services. In doing so, Mediaplex 
may use Log files, Web beacons or Cookies on your computer and will use Non-PII collected as part 
of the Mediaplex Services to serve online advertisements for the Client. 
"Log files" track actions occurring on websites and collect data, which may include your IP address, 
browser type, Internet service provider, referring/exit pages, platform type, date/time stamp, click browser type, Internet service provider, referring/exit pages, platform type, date/time stamp, click 
data and types of advertisements viewed. 
"Web beacons" are electronic files used to track your data, which may include the navigation of a 
website or collection of sites, the completion of transactions, submittal of applications and browsing 
behavior.
"Cookies" are files (e.g. HTTP cookies) that are stored on your Internet enabled device (which 
includes your computer, BlackBerry or other PDA). Cookies are used to improve the experience web 
users have when they see online advertisements. We may use Cookies to estimate the total reach 
of an advertising campaign, as well as frequency of display. This allows Clients to determine with 
greater accuracy the composition of the audience they reach. Cookies are also used to control the 
delivery of a series of advertisements to a web browser, and to limit the number of times a web 
browser receives any one advertisement. 

…cont’d



Typical Ad Network Disclosure (cont’d):

� There are two classes of Cookies based on how long they remain on your system: (i) "Session 
Cookies", if used, are used only during your visit to the Sites and are erased once you close your 
browser, and (ii) "Persistent Cookies" remain on your browser for up to 3 years from your last visit to 
the Sites and enable us to remember you on subsequent visits to the Sites and provide more relevant 

Transparency

the Sites and enable us to remember you on subsequent visits to the Sites and provide more relevant 
content to you on such Sites. 

There are many misconceptions about cookies, some of which we will try to address in this policy. 
Cookies cannot erase your hard drive or otherwise damage your computer and do not tell us an e-mail 
address or any other PII. Mediaplex does not and cannot use cookies, log files or web beacons to 
retrieve PII from your computer. 

A useful resource on understanding cookies may be found at http://www.allaboutcookies.org.



Facilitating consumer choice



Regulatory implications

� Consumers not calling on government action but 
more transparency on the part of business

� Sensible, robust self-regulatory framework
� Current activities

� Coalition of marketing and advertising associations 
developing self-regulatory framework for behavioural 
advertising relevant to Canadian marketplace

� Results expected in early 2010
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